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ACM = Association for Computing Machinery

ADaM = Analysis Data Model

AHRQ = Agency for Healthcare Research and Quality

BIRN = Biomedical Informatics Research Network

BRIDG = Biomedical Research Integrated Domain Group
caBIG = Cancer Biomedical Informatics Grid

caCORE = Cancer Common Ontologic Representation Envinsnme
CAP = College of American Pathologists

CCR = Continuity of Care Records

CDE = Common Data Elements

CDISC = Clinical Data Interchange Standards Consortium
CDM = Common Data Model

CDR = Clinical Data Repository

CER = Comparative Effectiveness Research

CIHR = Canadian Institutes of Health Research

CINA = Clinical Integration Networks of America

CMS = Centers for Medicare & Medicaid Services

CPT = Current Procedural Terms

CTMS = Clinical Trial Management Systems

DAC = Data Access Committee

DARTNet = Distributed Ambulatory Research in Therapeutiesvork
DEcIDE = Developing Evidence to Inform Decisions abi&fiéctiveness
DOB = Date of Birth

DSIC = Data Sharing and Intellectual Capital

DSSF = Data Sharing and Security Framework

DUA = Data Use Agreement

DURSA = Data Use and Reciprocal Use Agreement

EB = Epidermolysis Bullosa

EDM = Electronic Data Methods

EGC = Ethics and Governance Council

ELSI = Ethical, Legal, Social Implications

eMERGE = Electronic Medical Records and Genomics
ePCRN = Electronic Primary Care Research Network

ERD = Entity Relational Diagram

ETL = Extract, Transform, and Load

FDA = Food and Drug Administration

FURTHeR = Federated Utah Research and TranslatiorsdiHeRepository
GAIN = Genetic Association Information Network

GEM = Grid Enabled Measurement

HCPCS = Healthcare Common Procedure Coding System
HGRD = Human Genetic Research Databases

HHS = Health and Human Service

HIPAA = Health Insurance Portability and AccountabilitytAc
HITSP = Healthcare Information Technology StandardsIPane
HL7 CDA = Health Level 7 Clinical Document Architecture
HMORN = HMO Research Networks
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Hub = Hub Population Health System

i2b2 = Informatics for Integrating Biology and the Bedside
IC = Informed Consent

ICD = International Classification of Diseases

ICR = Integrative Cancer Research

INCF = International Neuroinformatics Coordinating Fagili
IP = Intellectual Property

IRB = Institutional Review Board

JSTOR = Journal Storage

LOINC = Logical Observation Identifiers Names and Codes
MRS = Medical Record System

MSCDM = Mini-Sentinel Common Data Model

NCICB = NCI Center for Bioinformatics

NDC = National Drug Code

NIH = National Institutes of Health

NIMH = National Institute of Mental Health

NLM = National Library of Medicine

NLP = Natural Language Processing

NSF = National Science Foundation

ObTiMA = an Ontology based Trial Management Applicatior ACGT
OCRe = Ontology of Clinical Research

ODM = Object Domain Model

OECD = Organization for Economic Cooperation and Deualent
OMOP = Observational Medical Outcomes Partnership
ONC = Office of the National Coordinator

PCOR = Patient-Centered Outcomes Research

PCROM = Primary Care Research Object Model

PHLIP = Public Health Laboratory Interoperability Prajec
PRO = Patient Reported Outcomes

QI = Quasi-ldentifiers

SCANNER = SCAlable National Network for Effectivené&ssearch
SHRINE = Shared Health Research Information Network
Sé&l = Standards and Interoperability

SMC = Secure Multiparty Computation

SNOMED = Systematized Nomenclature of Medicine
SSRN = Social Sciences Research Network

TBPT = Tissue Banks and Pathology Tools

UC-ReX = UC-Research eXchange

UML = Unified Modeling Language

VA = Veterans Affairs

VCDE = Vocabulary and Common Data Element

VDW = Virtual Data Warehouse

VSD = Vaccine Safety Datalink

WTCCC = Wellcome Trust Case Control Consortium
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The objective of this report is to provide a review aneésssent of the best practices in the
design, implementation, and use of collaborative datavorks and to recommend minimum
standards for technical design, structural componentspiyanizational structure. We define a
data research network as a network that includes¢adjnenon data model (CDM) defining
shared data elements, (2) governance policies or pmadbicdata use, and (3) a system for data
sharing. For this report, we investigated data networksthwe documentation on at least one
of these aspects and selected representative exampiekitte. Because of this, many existing
consortia for observational studies or clinicalltfretworks” are not mentioned by name, as
they lack easily accessible documentation relatedetthitee criteria above.

We researched four subtopics (Architecture for Data Ndtsydtatient Privacy, Governance
Structures, and Semantic Interoperability). We found nétsvibrat represented different
categories, e.g., cancer network (Cancer Biomethéamatics Grid or caBIG) and primary
care networks (Distributed Ambulatory Research in TherageNetwork or DARTNet).
Networks researched within Architecture, Governance Samdantic Interoperability are
depicted in the Venn diagram in Section 4b, Figure 2.dégeribe minimum guidelines or
common practices based on these networks and other doetioreitd recommend standards for
networks used in patient-centered outcomes researchRP&t comparative effectiveness
research (CER). In summary, the guidelines/practiees ar

Architecture Practices

1. Data networks commonly use some variation of ailoiged architectural paradigm
where research records are stored locally and quegetistributed to data owners.

2. Networks implement a common data model or domain htodacilitate scalability.

3. Coordination of both security and query distribution watral hub was adopted and
advocated in multiple networks.

Privacy Guidelines

1. Data owners should assess the risk of data refidation.

2. Cryptography techniques should be applied when conductindpalistt data analysis.
3. Query results should be sent back to users in acgrjM@serving manner.

Governance Guidelines
1. Shared data should include both raw data and metadata.
2. Access and Auditing:
a. There should be a reliable process for verifying credsnbitesearchers.
b. Networks that use identifiable or potentially identifablata should comply with
audit requirements.
3. Agreements:
a. Consent for data sharing should be obtained accordistgti® and federal laws and
IRB requirements.
b. A network agreement should be developed.
c. Data use agreements should be signed by all user orgarszation
d. Networks should develop policies for handling and dissenmigatiellectual

property.
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4. Governing body:

a. A governing body should be designated.

b. A data access committee should be created to manages ao@nd uses of all data.

c. Stakeholders should be included in the decision-making gsoegarding the
network.

d. A centralized coordinating center should provide admirtisganfrastructure to
operate the network, but should not replace the governitg bo

e. Committees and workgroups should be created for criticgkifons to assure input
from and collaboration among network participants aaklettolders.

Semantic Interoperability Guidelines

1. Data need to be encoded with standardized terminsisigms.
2. Data need to be annotated with metadata.

3. Data need to be represented in a CDM.

We believe that the architectural practices should bewet, and we provide guidance on
what the minimum expected guidelines for a PCOR or CE®amk should be in terms of
governance, privacy protection, and semantic interopéyabie report on the rationale for
these choices, give examples of successful uséesd standards, and identify gaps where
future work is needed in the remainder of this reporta$tl note that Table numberings follow
the outline described in the RFA.

We would like to acknowledge the experts in the field whavided consultation on work
generated in this report: Jason Doctor (USC), Aziz BdawUCSD), Claudiu Farcas (UCSD),
Deven McGraw (Center for Democracy & Technology)] daideep Vaidya (Rutgers
University).
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From January to February 2010, we reviewed and assessqudmisies in the design,
implementation, and use of collaborative data netwarlesach subtopic area. Searches on
each subtopic were led by experts in the field, and waid@&f each document’s relevance to
PCOR and CER was led by a clinician-informaticist e general workflow is depicted in
Section 4a, Figure 1. Within each subtopic, we initisélgrched databases using search
terms and other limits that were topically relevargdi®n 3f, Tables 5a-d]. In addition to
searching online databases, we performed focused searckesdonentation on selected
networks and known projects. The entire list of datebased for each subtopic is shown in
Section 3e, Table 4. More specific strategies for sabkopic are described below.

# 1/ 7

We included material from curated sources including the leict Data Methods
Annotated Bibliography (http://www.edm-
forum.org/publicgrant/Publications/AnnotatedBibliography) andresfces from the
Standards & Interoperability website (http://wiki.sifrework.org/Query+Health).
Additional materials cited in these documents wergenetd and reviewed.
Documentation and analysis of architectural featureses#farch networks is not
systematically represented in peer-reviewed literatbus, our search was expanded to
include information communicated on project websites, centar presentations, and, in
some cases personal interviews with senior project peeto

There is limited availability of formal guidance statemseon structuring networks
for conducting clinical research. Key exceptions inclyd®AHRQ reports, which are
primarily authored by a single group, and (2) the OfficthefNational Coordinator’s
(ONC) Standards & Interoperability website, which posts quidatatements that have
been achieved by consensus.

#

We followed a methodology recommended by the CentrRéarews &
Dissemination guide [1], modifying the criteria as neags$or our context. We used the
basic format of posing a broad query (see Section BleTb) to capture as many
relevant articles as possible and then applied targetkdion criteria to focus on privacy
technology that is applicable to PCOR.

# ! :
We searched PubMed, CINAHL, and other databases focusggboific research
networks using MeSH Terms and keywords includéayernance, Data Sharing, Review,
Standardization, Secondary Uses of Data, Clinical Research Netvemtt®thers.
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We first conducted general and MeSH keyword searches aga@stmajor health
care literature databases—PubMed, CINAHL, and Cochramrayi We then conducted
focused searches on specific semantic interoperalfidstg which are well known in the
community. This focused search was conducted against PulbiMpdilished scientific
papers and a general web search engine (Google) for tecteports. Finally, by
reviewing selected literature, additional relevant mampiscwere identified from the
citation list.

n #
After identifying documents using the search strategiexithesl in Section 1a, we
included inclusion/exclusion criteria to screen abstra€te inclusion/exclusion criteria for
each subtopic are depicted in Section 3g, Table 6.

We used Mendeley desktop, a free reference manager aaenaic social network [2],
to help organize abstraction and collaborate with cgllea to confirm the eligibility of
retrieved articles. Single reviewer abstraction waslacted. For each reviewed item, if a
unique guidance statement or practice was identified,stoaegorized, and quality of
evidence was assessed where possible. Categories ofgsaetire identified and
specifications and guidance related to these practicesidemtified. We also attempted to
identify if any comparative quantitative or qualitative ggss was involved in the guidance
to prioritize evidence levels. Then, a second author reddhe tables of abstracted
documents to ensure consistency and clarity. Subsebstoetions were verified to resolve
guestions regarding the guidance statements.

The abstractions for retrieved articles are includesieiction 3b, Tables 1a-d and 3c,
Tables 2a-d.

The selection process for guidelines/practices is destfdr each subtopic below. The
guidelines/practices within each subtopic were reviewed leaat two experts, including
one PCOR expert, who ensured that they are interprdigllemparative effectiveness
researchers.

# 1/ 7

There was substantial agreement in the descriptioracfipes in documents that
were retrieved. When possible, we identified the origilesign (or redesign)
specifications for systems and employed these docurasithe primary source.

We included practices and guidance that have been adoptedtipleametworks or
that are based upon evidence, experience, and analysidtgfle networks. We
excluded guidance and practices that appear to have been rdduod@re no longer in
use, were based upon international studies, or genemlhotlinclude either consensus
opinion or empirical evidence.
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#

We selected guidelines that are most relevant to PCloRhetter contextualize the
literature on techniques for privacy preservation, we dvithem into three data sharing
scenarios illustrated by the following examples:

- Institution-to-institution (distributed): Researchers at Institutidnpropose
a study on the benefits of bedside ultrasound involving tiverr patients as
well as patients at Institutiod®, a community-based institution that started
using bedside ultrasound for cardiac patients. In ordesriiduct their study,
they need the data from patients at InstituBonn order to do this,
InstitutionB does one of two actions: (1) generates an anonymizadatdé
to InstitutionA, together with a data use agreement limiting access to
authorized researchers or (2) instantiates secure-pautyy data analysis in a
distributed manner so that data stay at institutions andimstitutionally
approved results are sent back to researchers.

Institution-hosted (non-distributed): Institution networkA has collected
data about children born in their facilities over d&t ten years. They wish
to make these data available to internal or extersabrehers who study
complications in pregnancy. Rather than sharing dagattlirto individual
researchers, they set up a hosted data enclave in velsiedrchers can access
the data via a secure web connection and run queries datthset for use in
their own research.

Public release:InstitutionA has collected information on readmission rates
of cardiac patients within 30 days of discharge and wok#dté make these
data available for researchers to use as a baselinetaghicls to evaluate
possible interventions. Statisticians at the insatuainalyze the raw data
from the institution database and publish a number aéstall analyses,
summaries, and tables derived from the data that anenihde available to
the public via a data repository.

We used these scenarios to interpret the results aleauches. They illustrate
different modalities for data sharing in the PCOR egft In the first scenario, data are
shared directly between institutions and covered by augatagreement. The challenge is
to identify appropriate technologies for protecting the datang transfer or exchange to
guarantee patient confidentiality. In the second seznfwe data custodian provides a
controlled interface to the data, similar to thosetgxgsones within research institutions
(e.q., i2b2 [3] and CRIQueT [4]), and provides researchetsde the organization with
access to a wider range of clinical dakathe third scenario, data are disseminated to the
public. Because anyone can access these data, the ctaliyeavel must be set high
enough to protect against all possible types of attacks.

# 1 .

Each search generally returned hundreds of results, asdreened article titles and
abstracts for relevance to governance aspects of comglocitcomes research using
distributed data networks. Two authors reviewed and esel title/abstract from the
searches against three main criteria:
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1. Use of patient or participant data for research purpesssyeferred to as
secondary use.

2. Reference to collaborative networks or distributed nateoil his refers to
multiple institutions sharing research data, or usingaie$ data located in
different systems or locations.

3. Inclusion of policies, structure, best practices or gindslabout governance,
data stewardship, or decision-making. Articles referringjitacal practice
guidelines only were not included. Review papers were indlude

To be included in the governance section of the literakwiew, the article abstracts
had to meet all three of the above criteria. The tmtb@s then discussed any
discrepancies in their ratings of abstracts. Decsswere made through mutual agreement
on whether these articles met all three criteré strould be included.

Full papers were read by one author and summarized focusivgpcriteria:

1. Relevance to PCOR or CER in a distributed or collab@aesearch network.

2. Papers that were relevant only to governance poligiether countries were not
included. International collaborations that included h&itutions or
government agencies were included.

The summaries were discussed with both authors imyelwt the governance section
of this report to determine inclusion.

# . &

Our synthesis of this subtopic focused on identifying comprinciples that
underlie the semantic interoperability requirements @uhfby various data
interoperability initiatives.

There exist many locally or nationally funded effotattare geared toward ensuring
semantic and/or syntactic interoperability of datatfsecondary use for research and
policy decision making [5-12]. Many of these efforts hastablished concrete
interoperability requirements to which the institutegipgiating in the efforts are
expected to conform, including specific data models, vdeapreferences for data
encoding, and controlled sets of data elements toRisEnoting specific artifacts such as
curation tools, data models, or interoperability evaluatiateria developed through a
particular initiative would be less beneficial becaussytwere developed to meet specific
interoperability requirements for their initiatives.

Syntactic interoperability and semantic interoperabdite closely intertwined and
data interoperability requires both aspects. We encadteany studies that evaluated
the feasibility of implementing a specific data infggoability approach. However, we
excluded studies where the focus was more on the syntatetioperability than on the
semantic interoperability [7, 13, 14].
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The results from our search strategy are depicteddnoBe3f, Tables 5a-d. In summary,
we read 3,057 unique documents (660 Architecture, 1,715 PatieatRr&82 Governance
Structures, and 400 Semantic Interoperability) and deemed 146 eotsuas relevant to
their respective subtopic (34 Architecture, 28 Patientaeyiv53 Governance, and 31
Semantic Interoperability). Additional details are dixsat for each subtopic in Section 4,
Figures la-d.

% !

Recommended guidelines/practices for standards within e@tbysc are described in
Section 3a. These boxes are formatted according taRPE€@quested template. The
rationales for choosing the recommended guidelines/pesctire described for each subtopic
below.

# 1/ 7
Most networks begin with basic components—(1) a sy$temata sharing, (2)
governance practices and policies for data use, and (@yadsstrategy for integrating
data from multiple sources. These criteria can &ffely be met with unsophisticated
technical methods such as IRB-managed governance, emtesntail or SFTP for data
sharing, and manual, incremental management of data nfodelch additional analytic
purpose. However, at the minimum, these methods sholhlere to security and data
protection practices that are reusable. In the reabeaifrity, data access should be
controlled with an authentication process; intermedsarage should not result in
transfer of data ownership (as it does with services asi¢dmail or Dropbox); and the
storage medium should not be vulnerable to theft or(lxsé media mailed via the U.S.
Postal Service). Systems for data integration tllitéde reuse of data models and
transformation programs are more likely to survive mldtstudies. Projects that merely
meet these minimum requirements rarely result in pldadievidence or even public
discussion describing architecture. In light of this, exawed key architectural features
of networks that have successfully advanced from th@signum requirements into
systems supporting multiple multi-site, multi-domain s#sdvith a common framework.
The consensus architectural recommendation and prac&a variation of a

distributed architectural paradigm that retains local control while workflow and
access is coordinated viadentral hubh Even collaborations such as the HMO Research
Networks (HMORN) [15], Mini-Sentinel [16], and CER Hufttfps://www.cerhub.org/
that have long records of success employing other stratiegie begun adopting this
approach for some projects. However, practices vahed,leading to different
strategies for implementation. Within tlistributedmodel,workflow for data
integration included two preferred approaches: gig-transformation of source data

to a CDMand(2) dynamic transformation of source data to a conceptual domain
modelvia published transformation logic. The second approacioig transparent,
enabling data consumers to access transformation methgasyed in each source and
facilitating discovery and reuse of similar transfotiora code across the network.
However, it also requires implementation of managersgstems that may increase the
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fragility of the system. Thguery and analysis executiorprocessshould be flexible to
the preferences of each data partner in the networky Eavered entities prefer a
publish-and-subscribeapproach that notifies data managers that a query orgonagr
ready for them to execute, while some may trust an appithat allows fonetwork
initiation and executionof approved queries. Thecus ofcomplex queries and
analysesshould also be flexible to the preferences of the datagya and purpose of
the study. Some analytic methods produce valid resukts whograms are locally
executed and return aggregate statistics and model param8egurity concerns may
lead some organizations to prefer delivering data extraetsalysis nodes in lieu of
local execution of programs.

These approaches are not necessarily mutually exclusaeexample, once the
transformation logic has been published and specified fogiaey source, the locus of
transformation and analytic processes can be varmatdiog to the preferences of each
data partner or even each analytic instance, if woskfftanagement systems support
this flexibility. However, graduation from the ad hoc agmioto a networked approach
has significant implementation barriers, particulafhorkflow is managed via
software that needs to be locally installed and maiathby each data partner. For
example, stakeholders must devote resources to systenenaace, updates,
synchronizing transformation programs with local upgrades$jranertain models,
guery execution. This type of ongoing maintenanceaslds with typical project
funding, which is usually highly constrained and time- and tbpited.

There are general implementation issues and recurremgeth from adopting a
shared, networked query system, which requires significanstimest. Persistent
research interfaces to raw data warehouses are ateast implemented outside of
organizational boundaries, therefore to mature from adohmcesses to other methods
generally requires an extract, transform, and load ftenraw source to an intermediate
database (or “datamart”). Security, privacy, and iatillal property concerns remain
barriers to sustained connectivity.

The most pervasive recommendation, adoption of aluliséd approach that allows
data providers to retain local control of their datehvitefense in depth” or multi-
layered security (as opposed to maintaining a centralitepgsremains a challenging
goal—phased, measured, milestones toward this endpoirgcammmended by
experienced expert [17, 18].

In summary, a network working toward a framework foladdtaring can meet
minimum legal and technical standards with simple tedgyénd data storage
practices as a first step toward a scalable architecivieeidentified published
architectural features of networks that have advancedgddsic strategies. These
features included both centralized and distributed paradigthssome features of
cloud-based approaches, however the distributed approabledmmsnost recommended
in the literature [10, 19-24]. Within a distributed arcHitee, query distribution to each
data partner is most easily managed centrally [19, 24] aadrdagration may be
accomplished either with stored transformations perfdrchging query execution steps
or by storing data locally in a pre-transformed commamé&i. Recommended security
practices involved role-based access control with loudtdaditing procedures and a
“defense in depth” strategy, including systems that cafeimmgnt and enforce policies
described in the patient privacy and governance sectidow.bd hese findings are

* %35



*5 %
6 & 1 & 1/ 7

subject to publication bias that favors more complex appesasince simple systems
based upon existing technology are not typically published.

#

In the United States, the Privacy Rule of the Helalslarance Portability and
Accountability Act (HIPAA) sought to safeguard the privaog @ecurity of health
records [25]. HIPAA defines two distinct approaches to aehike-identification: the first
is Expert Determinationwhich requires that an expert certify that the retifieation risk
inherent in the data is sufficiently low; the secon8a$e Harboy which requires the
removal and suppression of a list of attributes [26]h&lghSafe Harboiis widely
adopted, there are numerous controversies on bothaidee privacy debate regarding
these HIPAA privacy rules [27]. Some think that protextiprovided in the de-identified
data are not enough [28]. Others contend that privacy safégwill hamper biomedical
research, and that observing them will preclude meaningfdies of medical data that
depend on suppressed attributes, e.qg., fine-grained epidemstiatjgs in areas with
fewer than 20,000 residents or geriatric studies requiringlsietgpeople over the age of
89 [26]. There are other concerns that privacy ruledsewolde the efficiencies that
computerized health records may create, and in soms, ¢atszfere with law
enforcement [27]. Another guideline was suggested by the @aniadtitutes of Health
Research (CIHR) in a recent report of best practmeprotecting privacy in health
research [29], which recommended 10 primary elements,esg®1$3h, Table 7b-i.

Most recommendations from the Canadian InstituteseafitH Research [29] are
indeed similar to something proposed outside the health canainlin the 1990s, e.g., the
Organization for Economic Cooperation and DevelopmeB(D) developed personal
privacy guidelines [30], which are summarized in Sectionralle 7b-ii.

These guidelines discussed necessary aspects to ensaoy prihandling data
involving sensitive personal information; however, it e@ms mostly unclear when and
what techniques are best for specific PCOR applicatidMisunderstanding the limitation
of techniques, inappropriately using anonymization models, lamalstng the wrong
thresholds of a privacy mechanism could potentially leagedoor wide open to
information breaches. To complement existing guidelar&spromote practical privacy,
we decided to make our suggestions along the three scexamples of PCOR
applications, which are discussed in Section 1d.

Figure 3 in Section 4a illustrates our recommendationsmformation flow and
decision procedures.

# ! :

Thematic analysis of papers revealed two categories oflm@gdeNetwork
Operations Standards and Network Structure Standards. isifalaNetwork
Operations were primarily published by large collaborabivgovernment agencies. For
example, the conceptual framework described in the M&diadation "First Principles”
for Population Health Data Sharing and Decision Makingidates those principles
critical to an information-sharing environment that enabléicient exchange of accurate
information and the protection of individual privacy andspeal choice [31]. The
principles are listed in Section 3h, Table 7c-i.
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Most relevant to the governance of research networRansiple #9, which refers to
encouraging and enforcing good network citizenship through te¢lamdaolicy rules,
accountability and enforcement mechanisms, auditing, assigirohliability, and
mechanisms for redress. A second major source of stenfia operating standards
comes from the OECD Guidelines on Human Biobanks ami@eResearch Databases
[32] governance and access criteria which are sumndainz8ection 3h, Table 7c-ii. A
third major source of standards are the U.S. federalfgrafjencies, NIH and NSF,
which offer numerous guidelines published on their web@iéd: http://www.nih.gov/
NSF: http://www.nsf.gov).

Standards for Network Structure were identified primariyrfrthe websites and
personal knowledge of existing research networks, des@ipépers published by
network authors, or commentaries. The key networksded caBIG, Mini-Sentinel,
HMORN, DARTNet, eMERGE, and SCANNER. There is spditerature on this topic
and empirical evidence is almost non-existent. Anatysgtandards in this category
relied on comparison of structure of current networkkdetermination of common
elements.

# . &

The majority of the articles included in this analysis @chnical reports or white
papers that describe nationally sponsored efforts on achieanmgnsic interoperability to
enable larger scale analysis of the data collected fnaitiple sources. Many of these
efforts involve ensuring data harmonization within distiolidatabase systems through
transforming the data in a site-specific format inttemdardized format prior to analysis
[6, 9, 10, 33]. The commonality among several natieffalts is the adoption of
standardized terminology encoding and metadata annotdtaata content as a means to
promote semantic interoperability. Many of them alslizata common domain model.
Some examples are listed below:

- The Observational Medical Outcomes Partnership (OMBRN effort to
use observational data to identify and evaluate assoddi&tween
medications and health-related conditions. To ensteedperability of the
data retrieved from the observational medical datab&@d§P developed a
CDM that accommodates the common data items thajeserally
considered necessary for active safety analysisddiition, the data content
are required to be mapped with standardized terminologies.feasibility
of utilizing the observational data from disparate baseas for medication
outcome analysis is tested with the performance evatuat many analytic
methods for identifying drug outcome associations from pieldisparate
observational data sources that are standardized baskd €DM and
associated standardized terminologies [9, 34].

The Analysis Data Model (ADaM]jeveloped by the Clinical Data
Interchange Standards Consortium (CDISC), specifiefutidamental
principles and standards to follow when creating anaflstiasets and
associated metadata to support unambiguous communicationowintiest
and source of the dataset, which ultimately facilitgeseration, replication,
and review of analysis results. ADaM specifies metadajuirements at 4
different levels: analysis dataset, analysis variadnalysis parameter value,
and analysis results [11].
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The data standards put forth ImetHealthcare Information Technology
Standards Panel (HITSR)ata Architecture Note describe a framework for
identifying similar data elements used in various healté standards and
constrain its expression across those standardsanssstent fashion to
ensure semantic interoperability. This framework alstudes hierarchical
structuring of data content and specific guidelines on reptieg data
elements with associated metadata and additional edristf12].

However, differences exist in the design and implememtatf the requirements
depending on the specific approaches to achieving semantwpeatability. When the
semantic interoperability of data is needed among thte faartners participating in a
network of certain research initiatives, the membempas are expected to conform to a
pre-defined CDM and data representation requirements sunhtadata annotation and
standardized terminology encoding [6, 9, 10, 33].

On the other hand, in the caBIG community, the cordéite data content is
represented with the BRIDG (Biomedical Research latiegr Domain Group) model, a
reference information model, which is a comprehensiwasensus-based abstract
representation of the cancer research domain [35]. Ml is further specialized into a
physical model to be implemented at each site. Theutes participating in this grid
provide detailed descriptions of the data following the seimannhotation guideline
provided by the Vocabulary and Common Data Element (VOD&)k Space. Detailed
semantic annotation enables creation of the commeanedatnent repository, which
ultimately facilitates reuse of readily defined daenents for multiple research
environments and by doing so, reduces the burden of perforntiragstandardization
efforts for semantic interoperability.

Despite the slight differences we noted in theseagres, we identified three
common requirements to achieve semantic interopesabflitiata generated and
maintained in disparate environments: standardized telogiy encoding, metadata
annotation, and data model representation.

We reviewed several national efforts and determined lamlr demonstrated the selected

minimum standards or practices [see Section 3i, Tédole]. The distributed research
network is an emerging model and as such we are noeafany networks that represent
adherence to all of the minimum standards/practices neemaied in this report. Few
articles describe the networks’ approaches to standardseahdve relied on information
from the networks’ websites, member guidelines, or opgrablicies and procedures to
compile a summary of their practices. We also $eador publications that have
successfully adhered to recommended standards and inclmlénttiee Guideline/Practice
boxes [Section 3a]. We could not find enough evidence @dqyiguidelines implemented
in most of the selected networks, so we instead focuséldeogeneral consensus for
implementing privacy-preserving methodologies in publishedhtiee.
The national efforts we studied are:
caBIG- an association dedicated to creating an interopenaieork of data
and analytical services for cancer research.
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Mini-Sentinel- a pilot program, sponsored by the U.S. Food and Drug
Administration (FDA), intended to develop comprehenswaraaches to
facilitating the use of the data routinely collected atored in EHRSs for the
surveillance of the safety of marketed medical produCtgrently more than
30 academic and private health care institutes are ipatticg in this
program as a data partner who provides the data for theilsamce activity.
DARTNet- a federated network of electronic health data feaght
organizations representing over 500 clinicians and aboutrifitin
patients.

HMORN- a network of 16 HMOs with recognized research capesili
adoption of a CDM, and participation in Mini-Sentinel.
SCANNERArchitecture and Semantic Interoperability) — a secaralable
network that facilitates collaborative clinical rasgh among widely
dispersed institutions.

RegenstriefArchitecture) — a network that facilitates resedocimprove
health care by improving the capture, analysis, contehtlalivery of the
information needed by patients, their health care provided policy
makers.

SHRINE/i2bZArchitecture) — SHRINE network software enables
researchers to query distributed i2b2 databases. Tifisrpiaoriginally
limited to a consortium of Harvard-connected hospitads, components
adopted by several other distributed network projectsjdmod Federated
Utah Research and Translational Health eRepositoriRiH£R) and UC-
Research eXchange (UC-ReX).

eMERGEGovernance) — a network that facilitates the studyingef
relationship between genetic variation and a common hurad.

% !
Description of guidance documents used to determine our reended

guidelines/practices are included in Section 3b, Tables 1a-d.

# 1/ 7

For the Architecture subtopic, the rationale for adopimiystributed approach to
data storage with tools for execution of federated gsi@methe basis of patient privacy,
organizational preference, etc. over centralized mdéedeen extensively reviewed
previously [19, 36-42] (S&l Query health working group,
http://wiki.siframework.org/Query+Health+Pilots+ Team)here are significant
advantages to cloud-based approaches that are not cumemitie practice as shown in
Section 3a, Architecture Practice #1. Despite the agbelese alternatives, centralized
systems, such as Regenstrief, the VA, administrataiens databases, and disease
registries, have all been highly productive research regesand tend to have data that
include good integration across different locations of §43-45]. Query execution,
either in a “pull’ (publish-and-subscribe) or synchronous @ggh is required for such
networks, but most mature networks employ the phased ubke tgull” approach in
feasibility testing of other components [46]. Becaufferdint implementations of a
network might have different needs and priorities,medude guidance for the two

*4  *35



*5 %
6 & 1 & 1/ 7

options for data integration that have been endorseliffieyent systems. Both options
meet a minimum requirement of adoption of a sharedeq@nal or domain model
describing data. Finally, there is general agreementsaasmsces that “Defense in
Depth” security standards must be maintained, with indivjdo&e-based auditing and
access [19, 22, 47].

#

Regarding privacy preserving technologies in the PCOR xpmte single method
meets the need of data sharing from different modalifldége documents reviewed on
patient privacy are relevant to three typical data spawenarios (institution-to-
institution, institution-hosted, and public release), andnaee recommendations for
minimum guidelines in any of the three scenarios. Bseguantifiable measurement
offers transparency, assessing the re-identificatgknb@ased on uniqueness of records
provides a simple yet operational way to bound the privigkyin disseminated data. If
data are distributed but the analysis task can be decodhmselividual sites, partial
results rather than the raw data are often sufficenarry out the computation, which
remains an active area of research [48-54]. Alterrgtiviedata are hosted for answering
gueries from internal and external sources in a nondalis¢d manner, the results must be
provided through a controlled interface (i.e., adding norseyder to ensure that no
sensitive information is disclosed inappropriately.

# ! :

Standards related to governance structures and proceshssisibuted research
networks come from diverse sources: legal and regylatdicies, governmental and
consensus panels, and network examples. Due to this tliversisingle article or
program document provides a comprehensive listing of stasddrhe guidelines from
the literature are generally based on conceptual ordgheairframeworks from the ethical,
legal, social implications (ELSI) field that have bhggomulgated in law, regulation, or
practice. For example, informed consent processesiaject to the federal Common
Rule, which protects human subjects participating in rekeghile authentication and
auditing are in part guided by HIPAA regulations. Howedata sharing network
agreements, and intellectual property policies fall ungeeptinciple of encouraging and
establishing good network citizenship [31]. In contrast,dsteds for network structure
including establishing governing bodies, data access committeaslinating centers,
stakeholder committees, and expert workgroups are commaticpsagiscovered through
comparison across existing network structures.

¥ &

Promoting specific artifacts such as metadata curatiols,tdata models, or
interoperability evaluation criteria developed throughréi@dar data harmonization
initiative has limited scalability because each efftateloped interoperability
requirements to meet its own purpose. Thereforepagskd on identifying the semantic
interoperability requirements commonly put forth by varidata interoperability
initiatives.
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% !
We discuss state of the art method guidance not includéé Main Findings for each
subtopic below. Descriptions of the guidance documasttgcluded in our main findings
are included in Section 3c, Tables 2a-d.

# 1/ 7

Importantly, cloud-based architectural paradigms were adedcbut not adopted or
tested widely enough at this point to merit inclusiorhm tnain findings. Two networks,
SCANNER and Mini-Sentinel, have partially adopted cloudises, for access control
and workflow coordination, respectively.

#

There are many surveys of privacy operations and m¢ise59], but they do not
address applications in PCOR. The word “privacy” hasynmeanings in different
contexts. What we refer to as “privacy” in this rdpten goes by “confidentiality” in
the statistical literature [56, 60]. Therefore, itngortant to quantify the amount and type
of privacy that is provided by a given operatj6t-63]. In general, privacy metrics
proposed in the literature can be divided into two categjosyntactic versus
semantic. Syntactic metrics are defined in terms gégmees of the post-processed
"sanitized" data. For example;anonymity64, 65]guarantees that for any combination
of feature values, if there is one person with thieatures, there are at leastwith those
features. To achieve this goal, feature values may bgechde.g., lab tests are reported
as ranges rather than values). Other metrics sukethizersity [66] and t-closeness [67]
provide related guarantees on the level of masking.

Semantic privacy measures are defined in terms of thgepres of the process of
sanitizing the data. The most studied version of sempnviacy isdifferential privacy
[68], which provides a statistical guarantee on the uriogyte inferring specific values
in the data. In syntactic privacy, the released dzttaatisfies privacy conditions, whereas
in semantic privacy, the process guarantees privacy,diega of the underlying data.

# 1 .

Under the governance subtopic, some methods and idzagwoposed by authors
and researchers that, while appealing to creating netwamidards, do not merit
inclusion in minimum recommended guidelines. One guidedinieat researchers should
adopt broad informed consent for depositing data in opessadatabases. This is
appealing because it can reduce the bureaucratic burden ioisidrning paperwork,
which can slow research innovation. However, others@es well as stakeholders and
members of the public have argued that broad informed codsestnot sufficiently
protect the privacy of patients and donors in the studiédreat informed consent in
these cases cannot be obtained in situations in whectuthre research purposes are not
elucidated [69].

A second guideline is the use of a risk-utility framewlorkdata access and privacy.
Building a framework whereby the dangers to patient pyia confidentiality can be
weighed against the purported benefits of the studyaremon concept in informed
consent and IRB issues [70]. However, adequately detaildtbds particularly in

*+ 35



*5 %
6 & 1 & 1/ 7

relation to secondary uses of data were not providedaw @B inclusion as a minimum
guideline for all research networks.

A third guideline suggests that organizations can opt-in andwpif the research
network at will. Allowing researchers and clinics éain complete control over their
participation in the network fosters trust and transpareand it helps keep these
organizations actively engaged in the network. Additign#lla suggested study sounds
harmful or unethical in any way, the researchers eamove their datasets from this study
and then re-integrate them for future studies [71]. Wmilergoortant concept, we felt
that contractual agreements would likely allow some giors to discontinue
participation to some extent. It was also unclear dgmamic opt-in/opt-out might be
implemented in practice within networks. For theseaesisthis guideline was not
included.

# . &

CDMs are usually presented as an Entity Relational BadERD). However, we
noted a few efforts that adopted an ontology buildipgroach of data modeling where
common data items are hierarchically structured [72, AB]ontology-based approach
has the added benefit of better incorporating the condagtiationships between data
items. However, it requires extra effort to build ogptwal hierarchy of the data items and
a separate database design, which will resemble an BRDe$ data model in many
cases. In this regard, the ontology-based approach isdextcfrom the minimum
recommendations. The ontologic relations among theeittahs can be derived from the
standardized terminologies that encode the data contaeigrating such ontologic
relations into ERD-based data models remains an aaeettuires further investigation
[73, 74].

We noted several studies that investigated the posgibilintegrating idiosyncratic
data collection interfaces and the data were collagted) XML based interoperability
standards such as HL7 CDA (Health Level 7 Clinical Doentrchitecture) and CDISC
ODM (Object Domain Model). The XML-based nature of ehesandards made it
possible to design applications directly on top of ttetaadards. However, these
standards provide a means to achieve syntactic interogrébal., data exchange), and
full semantic interoperability was not achieved due &lithited capability of these
standards in accommodating semantic metadata anndtativ®, 14, 75].

! &"
Within each subtopic, we faced challenges during the séarguidance documents.

Searching relevant literature was challenging because kdysearches usually yielded too
many false positive results. Use of MeSH terms sicguifily reduced the false positive
search results but also caused false negatives. M&81Hd that we used were not always
associated with the relevant articles. In additioanyrecent papers were not assigned
MeSH keywords yet. Therefore, we conducted focused s=auding known national
efforts as search terms. Additional challenges and gabm\wach subtopic are described
below.
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Challenges

“Guidelines” as typically asserted in clinical litemeg do not necessarily have an
analogous process of evidence accumulation and validatitwe realm of system
engineering. There is very little comparative analysisn in the qualitative sense. For
the purposes of this subtopic, “guidelines” were substtutéh common practices that
have been adopted by networks with a presence in thengoity and the literature. We
did not attempt to systematically quantify the qualitgwiflence in support of a
particular design, however we review potential and preilyaplied methods for
systematic evaluation in Section 2g.

Gaps

We identified only one published item that documented @&syic approach for
gathering evidence to inform system design that includéelstéder analysis, review of
existing systems, as well as past author experienceaoidement in research networks
[19]. It is likely that several systems informally feemed such activities, but did not
document their methods and results. Furthermore, weadddge that publication bias
may result in over-representation of complex archites because informatics
researchers are more likely to attempt to publish wovkhich they have invested
significant effort. Moreover, some recommendatigoseared to conflict: the apparent
willingness of Query Health technical working group to adddessa quality issues by
impacting workflow contrasted with recommendations fitbblensame group and other
stakeholders (research systems should have minimaktingm normal operations and
workflow) [23].

#
Challenges
Although the major focus of this subtopic was about davagy, utility is another
important aspect of privacy-preserving models and operéatianshould not be ignored.
There is abundant literature on enhancing data utilitynduanonymization [76-80];
however, no consensus on quantifying utility seems to hawe teached.

Gaps

We discussed assessing the re-identification risk ofdaa using uniqueness of
records, but we did not discuss how to measure the rigkidéntification from data
mining results. A previous publication studied whether datengiresults violated
privacy [81], but the authors only studied a limited numletata mining techniques;
therefore, a comprehensive study is still needed.

As the field of PCOR is moving fast, emerging appliaaimight involve various
types of data but there is no privacy standard of hgpvdtect them. A clear gap between
policy and technology encourages substantial future dewvedat of new standards in the
privacy protection of health care data beyond structiomedat, (e.g., gene data [82-86],
set-valued data [87], time series data [88], text data [89af@]image data [91]), in
which a significant amount of research is being carrigd o
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Challenges

In the area of research governance and structure Weeeecarticles in the legal
literature that were not considered within the scope opoaject. We also could not
conduct a comprehensive regulatory review by state due tadgkany such reports in the
academic or grey literature. This is an important stemderstanding how distributed
research networks are organized and operated but it ia@lsxtremely time consuming
effort.

Gaps

The available literature consists of case studies @r ak&scriptive work, small
gualitative studies, e.g., interviews, panel summariespmmentaries. In-depth
comparative studies, larger scale surveys, and investigabif empirically tested
standards or effectiveness of governance strategiesrgadizational structure are almost
non-existent. In addition, there is a dearth of kndggeabout how proposed standards
actually match to principles of patient-centerednedb m health care delivery and in
research. Patient-centeredness is difficult to ojpaiaize because any policy or structure
must take into account the values, beliefs, and prefesenf patients and include the
development of flexible mechanisms to fulfill thoseiwrdiialized needs.

# . &
Challenges

MeSH terms that we used for searching documents onutibtisfgEc (e.g., "medical
informatics/standards,” "vocabulary, controlled,” rb@mology as topic”) were not always
associated with relevant papers. Therefore, we condtateded search using known
semantic interoperability related national efforts@arch terms.

The documents reviewed in the analysis on semantioeeability describe data
representation requirements for specific projects or pragr No single project/program
provides a robust semantic interoperability guideline ¢hatdirectly apply to any
activities involving semantic interoperability. Therefowe could only describe general
requirements that are commonly observed in those psojec

Gaps

There are two approaches to modeling a given domain (CDddroein analysis
model), each of which has its own strengths and pitfallsing a CDM, the more widely
adopted approach and the one included in the final recodatien, involves a concrete
data model that is easier to understand and implementiasmbase system. However,
extending the model requires centrally controlled edftwtensure the semantic
interoperability among the parties adopting the modelth®@mther hand, a domain
analysis model can be specified into a data model texteait that does not violate the
underlying semantics of the domain analysis model. Hewe@wplementation of a
domain analysis model is highly complex and a labomsite process. Comparative
evaluation of the two approaches remains an areadtaires further investigation.
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We recommend future steps in each subtopic based onpgbkelgscribed in the previous
section.

# 1/ 7

There is an absence of measures that enable direpacison between approaches.
For example, comparative evaluation of performancénninglude measures of
scientific quality and productivity of each network basednuipapact of scientific
publications, observed variation in audits of quality ofadata, surveys of satisfaction
with the process from different stakeholder perspectaed other approaches that
capture the recurring challenges associated with reseatalorks. Significant
additional effort beyond the scope of this work is resghiio systematically develop
measures and identify, evaluate, and compare architeappedaches. Structured
interviews with experts and methods for independent teehagsessments of available
software would enable creation of standardized meaduaesdn be reported as new
technologies and/or architectural strategies becomtabla In this way, potential users
might be able to use these measures to inform decisions atailable alternatives that
best suit constraints and objectives of a given context

We also report some additional recommendatidiitere is a critical mass of
evidence and open-source tools devoted to solving common prabieinfegve been
encountered by research networks so new networks neé&eingent the wheel’ or
develop redundant tools from scratch without good motwatiThe importance of early
cooperation with vendors was emphasized by stakeholdetss anplicit in the
approach taken by the ONC Query Health working grodghefe was general consensus
that private entities needed to be engaged at earlier stages to ensg#h gransitions
during software engineeririg92, 93]. In vendor interviews, Brown et al. ideredi
additional recommendations including management of chamja aighly phased
approach to implementation [19]. Finally, tighter ineggm with IRB and other
governance systems for control and auditing of privaoyegtion, data storage, and
access policies is a priority for future improvementssteveral existing systems.

#

The next steps to develop privacy research standardergppPCOR involve but
are not limited to: (1) quantifying data utility and analyzisgelation with disclosure
risk; (2) preserving privacy of patient data with diffaréarmats and from heterogeneous
sources; and (3) bridging privacy research to well-establiBbkels such as information
theory and cryptography and seeking alternative solutions.

# | :

There are a number of well-established and emergiegres networks in the U.S.
and internationally. In-depth analysis of their goegice and organizational structures
would be a first step in understanding whether and howdtestruct patient-centered
policies. In order to further develop appropriate methagief) we need to conduct large-
scale studies of patients and researchers to defin@pegieteredness and how the current
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policies match those definitions. National surveysiide helpful as a next step toward
developing adequate methods.

#o. &

Many of the projects and programs reviewed in this anabfssemantic
interoperability requirements are still actively progmgsand there is a paucity of
evaluation studies of their approaches. Therefordjreged follow up and review of the
evaluation studies will be necessary to better deterthmeffectiveness of the proposed
recommendations.
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Practice #1: Architecture Paradigms

Name of standard

1. Distributed systems
maintaining local nodes
for data partners

Central Repository

Cloud

Description of
standard

The ultimate endpoint of
materials promoting
distributed approaches was
to implement a grid-based
system with hardware and
software for collaboration
maintained by each node.
At a minimum, each data
partner in a given
distributed research
network was required to
adopt common practices for
data extraction and transfer

Data partners transfer
data from local systems
to a central repository.

Resources (data and
processes) remain
locally controlled and
administered, but are
stored on remote
servers maintained
by third parties. Key
features include
automatic scaling of
computation and data
needs.

A hub-and-spoke design
with a centrally hosted
portal/gateway (as opposed
to peer-to-peer design).

Current Practice and
Examples

- Mini-Sentinel
- FURTHeR
- DARTNet/SAFTINet
- BIRN
caBIG

- All-Payer Claims
Databases

- Registries

- Regenstrief

SCANNER and Mini-
Sentinel partially use
the cloud

Published Guidance

t22] and [19]

[45] and [44]

Example: [94]

[95] makes a case for
cloud-base
approaches to multi-
site biomedical
informatics research.

Contribution to Patient
Centeredness

Data where local re-
identification or pre-
identification is feasible
under local control enables
identification of patients for
collection of patient
reported outcomes (PROS)

Collection of and
linkage to PROs more
challenging

Contribution to
Scientific Rigor

There are risks associated with improper local execution of queries,
misinterpretation of results, and under-documentation of sources of bias.

Administrative claims

data are considered
inferior to medical
records in many clinical
populations.

Examples: [96] and [97]
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Name of
standard

1. Distributed systems
maintaining local nodes for
data partners

Central Repository

Cloud

Contribution to

Standards for transparency and

documentation of factors infl

uencing data quality are

Transparency required.
Brown et al. systematically - .
identified stakeholders’ tﬁazggfsa(;j;;rt;:;refl\(ee
preferences: "Users’ needs Ingenix, CMS) have .g.e’en
Empirical assessments did not depend gd t" .
evidence and on whether the underlying p[)o uctive ml d
theoretical architecture was a distributed 0 slerv_atl_ona : data_ |
basis network or centralized ﬁgzﬁﬁ Izclgneo?wlwisg”;n?jgy,
database, but meeting needs uality im rovemént
is simplified with a distributed gfforts P
approach.” '
Degree of Near-universal challenges Given risks and costs, Largely untested in this

Implementation
Issues

setting up new IT systems
required for grid nodes

typically these systems
require some regulatory
or financially driven
incentives for cooperation
so that data partners are
obligated to participate.

context

() IT priorities for clinical
centers not compatible with
setup and maintenance of new
systems

(1) Data partners must
store data on cloud-
based rather than local
servers—could lead to
security concerns and
other institutional
approval barriers

(2) Security concerns with
unfamiliar systems

(2) Significant reduction
in maintenance
requirements

(3) Slow institutional approvals

(3) More cost-effective
for smaller data partners
like community clinics

Requirements

(1) Implementation of a node
hosting query-able data in a
network-recognized model

(2) Ability to run query and/or
analysis programs and return
results
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Practice #2: Query Execution paradigm

Name of standard

2. Query Distribution/Data Request Process

Description of standard

Raw data should be stored locally, with queries distributed to data holders
and responses transferred to analytic loci.

Current Practice and
Examples

Two variations have significant implication differences for security:

- Mini-Sentinel - Publish-and-subscribe model where data holders are
notified of waiting queries. "The 'pull' mechanism for query distribution
(i.e., data holders are notified of waiting queries and retrieve them) was
also an important favorable factor for data holders’ acceptance” [98].
DARTNEet - "Once a query has been developed the ePCRN Research
Portal application submits the query to the OGSA-DAI APIs, which pass
them to each node within DARTNet to be run against the Gateway
database through a Java application on the local server. All queries run
locally and simultaneously” [99]. OGSA-DAI also used by caBIG and
BIRN [100]

Published Guidance

See above, as well as S&I Query Health Technology Working Group, 2012
[23].

Contribution to Patient
Centeredness

Options for "pull” mechanism may increase security and protection of
patient privacy by enabling review by a data manager prior to execution
and transfer. However, such asynchronous approaches may also limit
opportunities for getting feedback to and from patients if that is a desirable
outcome.

Contribution to Scientific

There are risks associated with improper local execution of queries,

Rigor misinterpretation of results, and under-documentation of sources of bias.
Contribution to Standards for transparency and documentation of factors influencing data
Transparency quality are required.

Empirical evidence and
theoretical basis

Empirical: Most systems engage in at least an initial phase of a 'pull’
mechanism where queries are manually executed. It is not clear how many
have been successful at automated, simultaneous queries.

Degree of Implementation
Issues

High barrier to entry for a general case requires extensive modeling and
documentation of each source data and development of a query model that
can accommodate variation in source schemata.

; Toran
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Practice #3: Data integration strategy

Name of standard

3. Data integration Strategy

Description of standard

Some common model for the research domain of interest must be adopted
so that data sources can be harmonized.

Current Practice and
Examples

In a distributed network, there are two basic approaches:

(1) Pre-transformation of data into a static and standardized storage
structure

(2) Publishing of transformation logic from each source into the common
model that can be executed at the time of data extraction from the source

Bished God
T :

Centeredness-

Contribution to Scientific Data quality auditing is facilitated when transformation specifications are

Rigor published

Contribution to Transparency is reduced if data are pre-transformed with unpublished

Transparency transformation documentation. Dynamic transformation enforces

transparency.

Empirical evidence and
theoretical basis

Research networks that have adopted a common model (including
networks that are not part of a common infrastructure) have benefited from
pre-transformation into a common model for ease of query implementation.

Degree of Implementation

Issues

Maintenance and management of transformation services by the network
requires additional overhead.

I Toran

Practice #4: Security

Name of standard

4. Security Standards

Description of
standard

"Defense in Depth" standards provide tight security control and auditing,
including role-based person-level (rather than institution-level) access control
for data elements and resources. The easiest way to accomplish security
control is via a single network hub or gateway.

Current Practice and
Examples

DARTNet - The overall DARTNet security model adopts a “defense-in-
depth” strategy developed by the University of Minnesota for the ePCRN
Portal [99].

BIRN - Globus-based security solutions, authorizations, and credentials
management

Published Guidance

Incorporate strong standards for security and authentication (“defense in
depth” strategies) [19].

Public Key Infrastructure Security Exchanges, IP-restricted access to data
nodes from portal, Password-protected HTTPS access to gateway portal [99].

T
Patient Centeredness—

——
SRS

Contribution to

Standards for transparency and documentation of factors influencing data
quality are required.

Transparency

Empirical-evidence—
Ll eal baci

Degree of
Implementation
Issues

Usual tradeoffs between security and usability exist. For complex queries and
analyses that employ locally hosted software (e.g., SAS), concerns about
running programs were raised.

I Toran

9 *35




6 &

"okG o D%

#

Guideline #1: Risk Assessment

Name of standard

1. Risk Assessment Strategy

Description of
standard

Data custodians should assess the uniqueness of records (i.e., no other
records have the same values) of patient records to measure re-identification
risk of data, and apply algorithms to assure that the desired level of
confidentiality is achieved to meet the need of the particular PCOR
application.

Current Practice and
Examples

There is a general consensus among privacy experts that uniqueness of
records can be used to assess the re-identification risk of data. Researchers
from United States and Canada evaluated HIPAA privacy risk [101],
uniqueness of the U.S. population [102], and re-identification risks of
Canadians from longitudinal demographics [103]. These papers suggested
that using uniqueness of records as a surrogate to assess the re-idenfication
risk was acceptatble. With measured privacy risk, partial and relative
anonymity degrees could be determined, which makes it possible to design
algorithms that can assure that the desired level of confidentiality is achieved
[61].

Published Guidance

The recommendation was made in Canadian Institutes of Health Research
(CIHR) best practices [29] for protecting privacy in health research
“Encryption, scrambling of data and other methods of reducing the
identifiability of data should be used to eliminate unique profiles of potentially
identifying information.”

Contribution to Patient

The uniqueness of records is evaluated on a per patient basis, and therefore

Centeredness measures the privacy risk of individual patients involved in the data to be
shared or released.
——
Ge_ntula_ﬁu_ t|e|_| 0
Contribution to
Transparency Uniqueness of records offers a quantitative metric to evaluate the re-

identification risk in data sharing for PCOR. It offers transparency when the
metric is published and accessable to the public.

Empirical evidence and
theoretical basis

Theoretical: Because uniqueness of records is a sufficient condition for an
exact match to be verified as correct (i.e., verified personal identity),
uniqueness provides an upper bound to the probability of privacy breach
through linking records to public data sets, which can serve as a measure of
the re-identification risk.

Empirical: Unique records in a data set are more likely to be re-identified by
an intruder than non-unique records [104].

Degree of
Implementation Issues

Regarding guidelines, there is only one recommendation from Canada [29];
however, the literature indicates that uniqueness of records is commonly
accepted as a measurement of re-identification risk. Uniqueness is easy to
measure by counting distinct patterns of a database.

Other Considerations

Itis commonly believed that attackers would link quasi-identifiers (Qls), rather
than all attributes, to publicly available data sets in order to re-identifiy private
information. However, the definition of QIs remains mostly informal [105]. It
is therefore necessary to identify the set of potential Qls in the database to be
shared or released. A list of potential identifiers are summarized in a recent
publication [106].
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Guideline #2: Data Sharing

Name of standard

2. Data Sharing Strategy for Distributed Computing

Description of standard

Apply cryptography techniques (i.e., secure multiparty computation
protocols) to PCOR data mining tasks, where multiple, distributed parties
want to do data mining jointly but at the same time keep their own data
private.

Current Practice and
Examples

Experts of security and privacy suggested using secure multiparty
computation (SMC), i.e., a set of cryptography motivated techniques, to
ensure that data sources collaborate to obtain results without revealing
anything except those results [48]. SMC techniques have been developed
for classification [49], clustering [50], association rule mining [51], and data
disclosing for disease surveillance [52], which demonstrated lightweight yet
powerful privacy protections. A detailed classification of these algorithms is
reviewed in [53].

Published Guidance

The recommendation was made in a number of privacy preserving data
mining papers [48-54], one of the most relevant one is from Zhan [54],
which suggested privacy and collaborative data mining (i.e., PCOR data
mining) can be achieved at the same time.

Contribution to Patient

Secure multiparty computation ensures the confidentiality of patient

Centeredness information in PCOR data mining tasks.

Contribution to Scientific SMC-based approaches learn perform analysis in a distributed

Rigor environment as if they were performed in a centralized environment.
Contribution to

Transparency The computation processes of SMC-based methods were published and

transparent to participants who use them.

Empirical evidence and
theoretical basis

Theoretical: SMC allows different parties to share information securely
and jointly calculate some results over datasets of all parties.

Empirical: Assessments demonstrate that both privacy and data mining
objectives are met by SMC [54].

Degree-of- Implementation—

{ssues-

Other Considerations

Methodological research is needed to identify and test methods that
implement the standard for uncovered PCOR tasks efficiently.

. *35




6 &

1

"okG o D%

& 1 /7 7

Guideline #3: Data Querying

Name of standard

3. Data Query Return Strategy

Description of standard

Sanitize results through randomization of values for PCOR data analysis
tasks that consider non-distributed environments where researchers can
pose queries and a data custodian answers these queries through a private
mechanism (e.g., add noise to ensure privacy).

Current Practice and
Examples

The concept of privacy preserving query answering is becoming
increasingly popular, especially in the theory community [68, 107], where a
particular randomization privacy mechanism called differential privacy is
the emerging consensus [108, 109].

As a biomedical example, the i2b2 project tools allow investigators to query
for patients and controls that meet specific inclusion/ exclusion criteria.
They developed an obfuscation method that performs Gaussian function-
based blurring of patient counts, combined with monitoring the number of
guery repetitions with similar results to ensure a statistical de-identification
process [3].

Published Guidance

The recommendation was published in [107].

Contribution to Patient
Centeredness

Privacy preserving query answering through additive noise separates the
utility of the database (e.g., learning that smoking causes cancer) from the
increased risk of harm due to joining the database for individual patients
(e.g., identifying which patients have cancer).

Contribution to Scientific

This standard is supported by theories in statistical disclosure control [68,
107] that guarantee strong privacy.

Rigor
T
Fransparency—

Empirical evidence and
theoretical basis

Theoretical: With enough patient records, the standard guarantees to
reveal accurate statistics about a set of respondents while preserving the
privacy of individuals [107].

Empirical: Studies shows both individual privacy and aggregated query
objectives (i.e., histogram and contingency table) can be met with
“appropriate” levels of additive noise.

Degree-of-Implementation—

{ssues-

Other Considerations

More research is needed to identify “appropriate” levels of noise necessary
to preserve patient privacy in various PCOR applications.
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Guideline #1: Data Sharing

Name of standard

1. Timely Research Data Sharing

Description of
standard

Data including raw data and metadata from publicly funded research should be
made available to other researchers at the time the paper is published. Such data
should be made available consistent with the applicable law and the other data
governance policies described in these guidelines.

Current Practice
and Examples

The US Human Genome Project, an international collaboration coordinated by the
US Department of Energy and NIH adopted the Bermuda Agreement of 1996
(http://mww.ornl.gov/sci/techresources/Human_Genome/research/bermuda.shtml)
and the subsequent Fort Lauderdale Agreement of 2003 affirmed that gene
sequences should be made freely available immediately
(http://mww.genome.gov/10506537). The latter set the responsibility for achieving
this to be shared among producers, users, and funders. These foundational
agreements underlie the NIH and NSF data sharing requirements and have
catalyzed rapid and open data sharing requirements from research networks such
as the Human Brain Project of the NIMH [110] (NIMH http://datasharing.net/) and
Vaccine Safety Datalink project of CDC [111]. Private funders may also have data
access guidelines, such as the Gates Foundation, which requires submission of a
data access plan and timely sharing of data from research and evaluation projects
(http://www.gatesfoundation.org/global-health/Documents/data-access-
principles.pdf ). Networks such as the FDA's Sentinel Initiative affirms that
protocols, data, and study results be made available to the public [112].

Published
Guidance

The recommendation was made by both U.S. National Institutes of Health Final
Statement on Sharing Research Data (NIH-OD-03-0320)
(http://grants.nih.gov/grants/policy/data_sharing/) and National Science Foundation
Data Sharing Policy (http://www.nsf.gov/bfa/dias/policy/dmp.jsp) as well as the 30-
country OECD Guidelines on Human Biobanks and Genetic Research Databases
(2009).

Contribution to
Patient
Centeredness

Data sharing contributes to patient-centeredness by reducing respondent burden
by allowing re-use of data [17] to conduct important research.

Contribution to
Scientific Rigor

Automatic contribution of datasets contributes to scientific rigor by making data
available to other scientists in an efficient manner such that investigations can be
reproduced and additional research questions can be posed.

Contribution to
Transparency

Supports transparency by providing timely access to raw data and metadata for
verification and comparison.

Empirical
evidence and
theoretical basis

This standard is consistent with the ethical, legal, and social implications (ELSI)
that concern many organizations and researchers when addressing the use and
reuse of health information and research data as described in the conceptual
frameworks of principles established by the Markle Foundation and OECD.

Degree of
Implementation
Issues

This standard is widely adopted due to requirement by major federal research
funders.

Other
Considerations

Different distributed data networks have different guidelines and best practices
about raw data sharing. For some, it is a requirement, while for others where data
ultimately resides at the local level, these partners may choose not to share their
data if there is no policy that forces them to and no other perceived value to
sharing.
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Guideline #2: Access and Auditing

Name of standard

2a. ldentity Management and Authentication of Indiv  idual Researchers.

Description of
standard

Develop a reliable process for verifying credentials of researchers who are
granted access to a distributed research network and authenticating them.
(Note that the vetting of research purpose is covered in Guideline 4b. Data
Access Committees.)

Current Practice and
Examples

There are large federated identify management programs such as InCommon
(www.incommon.org) which serves 373 research organizations, primarily
universities. Some networks utilize their own authentication capabilities. For
example, SCANNER enforces NIST Level 3 (2-factor) authentication at a
minimum for data sharing between institutions (one factor is unique
username/password and a second factor is submission of a code sent via an
employer-assigned address.)

Published Guidance

Authentication is governed by federal regulations in some circumstances.
NIST SP 800-63 Rev 1 Electronic Authentication Guidelines are required for
federal agencies. HIPAA covered entities and business associates must
establish procedures to verify that a person or entity seeking access to
electronic protected health information is the one claimed [45 CFR §
164.312(d)]. States may also have specific requirements.

Contribution to
Patient Centeredness

To obtain and maintain trust of patients, the network must be able to
demonstrate it has validated the organizations in the network, the individual
researchers, and the process by which they are granted access to the network.

Degree of
Implementation
Issues

Most research institutions will be familiar with Level 2 (one factor)
authentication but may not have implemented Level 3. The research network
would need to devote resources to implementing this higher level of
authentication.

I Toran
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Name of standard

2b. Healthcare and Research Network Audits

Description of
standard

Research networks that use identifiable or potentially-identifiable (e.g., limited
data set) health care data or specimens, particularly potentially re-identifiable
data and specimens, should develop functionality to comply with audit
requirements in HIPAA privacy and security regulations, business associates
agreements and research network or data use agreements. Audits may cover
breaches of data, conflicts of interest, and adherence to protocols and
policies.

Current Practice and
Examples

HIPAA is applicable only to covered entities (generally organizations that
provide health care services) and their business associates, and only to
identifiable health information accessed, used or disclosed by these entities.
However, many research institutions are covered entities and the contribution
of health data should be accomplished in compliance with HIPAA. Since the
audit requirements for HIPAA include accounting for who, what, when, and
where for a disclosure or breach, it is prudent to be able to audit these basic
elements. SCANNER has developed a requirements document that includes
audit functionality related to disclosure/breach, authentication of users, and
access (author's analysis).

Published Guidance

Any conflict of interest within a network must be audited. The general
principle of disclosure of interest is recognized in national codes for the
responsible conduct of research [113]. Manion et al. [114] make strong
recommendations for auditing in consortiums and research networks including
de-identified, limited data sets, and identified data. Specific auditing functions
a network would be charged with overseeing include both technical and non-
technical components of audit and consist of policy review, adherence to
agreements, adherence to technical procedure and technical security
architecture, adherence to data release only through protocol, incident
aggregation, incident analysis, and communication of audit data back to the
member institution. Federal HIPAA regulations and HITECH Act expanded
business associate responsibilities are applicable. Breaches 45 C.F.R. 8§
164.400 — 164.414, accounting of disclosures of PHI for research purposes
45 CFR. § 164.528(b)(4)(i).

Contribution to Patient
Centeredness

When network policies prioritize patient-centeredness in research outcomes,
auditing policies enforce compliance with these priorities. Auditing can
ensure safekeeping of data. Audits of network organizations and research
projects are necessary to continue ensuring public trust and transparency, as
well helping all parties adhere to ethical, legal, and technical protocols for
participating in the network and conducting research.

Contribution to
Scientific Rigor

Auditing can also ensure and enforce compliance with technical standards for
research and data sharing.

Contribution to

With auditing, institutions and researchers must always be ready to make

Transparency their processes transparent to the auditing authority of the network. Allowing
one's own research processes and procedures to be scrutinized contributes to
transparency.

EI |||p|||e.al eI Ialde.nee 2ad

Degree of Auditing policies need to be created with the assistance of Privacy and

Implementation Issues

Compliance Officers and Legal Counsel from participating institutions.

Other Considerations

Auditing policies were not readily available for most networks.
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Guideline #3: Agreements

Name of standard

3a. Specific consent for data sharing with informed consent for research

Description of
standard

Consent for data sharing involving identifiable or potentially identifiable
personal health information, including genomic data, should be obtained in
compliance with state and federal law and IRB requirements. Consent
documents should include: realistic description of risks to privacy including
potential re-identification (particularly when combined with other available
datasets), benefits of sharing data for other research projects, access
procedures for other settings, return of data, potential commercialization,
contact information for other settings, oversight of collaborative sites, and
affirmative agreement for data sharing.

Current Practice and
Examples

Studies have shown that research participants want to have the opportunity to
consent to research and data sharing. While research participants prefer
multiple options (project-specific, tiered, blanket), there are concerns that
options may make decision making overly complex, and patients are more
likely to consent with fewer options [115]. States also may have laws
requiring authorization to use different types of information for research
purposes. In addition, state laws differ in how to verify consent for data
sharing via a health information exchange, e.g., California and Massachusetts
require opt-in while Illinois requires opt-out. There are also circumstances
under which IRB may approve a waiver of consent.

Published Guidance

Blanket consent in which participants consent to future unspecified uses of
their data is not considered adequate for protecting subjects, and full
explanation of the potential risks needs to be included [18]. Privacy and
confidentiality should not be guaranteed [116] and participants should sign an
additional consent for any different study purpose [116].

Contribution to Patient
Centeredness

Recognizes the autonomy of individuals to decide on uses of their personal
health information.

Degree of
Implementation Issues

An analysis of international consents forms for disease-specific biobank
research, disease specific clinical research, and population biobank research
found great degree of similarity in 15 elements and suggested that only minor
modifications would be needed to support cross-domain data sharing: [117].
There are several model consent forms available. The eMERGE network
drafted model language for consent, to be used by its member institutions:
http://www.genome.gov/27526660. caBIG uses a Model Informed Consent
and HIPAA document that is consistent with the Common Rule, FDA and
HIPAA requirements [118]. Consent is typically obtained by the institution
overseeing collection of the original data in compliance with its own state laws
and institutional requirements. However, networks may want some
attestation or assurance that procurement of consent has been appropriately
handled.
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Name of standard

3b. Network, Trust, Business Associate Agreements

Description of
standard

A network agreement should be developed in order to clearly state
expectations and commitments of member institutions and streamline the
contracting process so that n-squared bilateral agreements are avoided.

Current Practice and
Examples

A number of research networks have instituted network agreements. For
example, eMERGE created a two-page agreement that focuses on principles
of data sharing. Mini-Sentinel members agree to abide by the Principles and
Policies, 2011 document, and HMORN requires members to sign the HMO
Research Network New-Membership Policy
(http://www.hmoresearchnetwork.org/resources/toolkittHMORN-New-
Membership-Policy.pdf).

Published Guidance

A key paper by Manion et al. [114] discusses the important elements of a trust
agreement which include integrity, training on privacy and security, prohibition
on re-identification, no reuse of data for other purposes, liability,
indemnification, and penalties for breach.

Contribution to
Patient Centeredness

To obtain and maintain trust of research participants, the network must be able
to demonstrate it has validated the organizations in the network, the individual
researchers, and the process by which they are granted access to the network.

Degree of
Implementation
Issues

While the development and negotiation of agreements is a time-consuming
endeavor, the potential liabilities demand that they are signed prior to
operationalizing the research network. There are examples from existing
networks that may serve as templates.

Other Considerations

Since research networks potentially have access to HIPAA-defined limited data
sets or identifiable data, it is also advisable that members treat the network as
a Business Associate and sign a Business Associate Agreement as required
by HIPAA and the HITECH Act.
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Name of standard

3c. Data Use Agreement

Description of
standard

Data use agreements (DUAS) that specify the use of datasets that contain
identifiable health information or qualify as a HIPAA-defined limited data set
should be signed by all user organizations.

Current Practice and
Examples

Individuals in a research consortium must establish data-sharing relationships
by defining how samples and primary data are transferred among them,
including who owns what data, and distinguishing between data that will be
shared freely among the consortium and data owned by individual researchers
who will control access to them [119]. Data sharing in the caBIG network is
governed by the use of DUAs. The Data Sharing and Security Framework
(DSSF) is an administrative tool designed to help clarify for researchers, which
DUAs they should specifically use for their projects, depending on data needs
and access-levels for sharing data. This "trust fabric" for data sharing is based
on Authentication (identity management) and Authorization (legal permission to
access/use data for specific studies) [120]. In eMERGE, data sharing
agreements have been initiated between all the individual sites, and between
the sites and the network/coordinating center [121]. In HMO Research
Network, data sharing is governed by DUAs, which require each member
institution to adhere to HIPAA regulations.

Published Guidance

HIPAA requires DUAs in any circumstance where a covered entity shares a
limited data set.

Contributionto—
PatieptCenteredhess—
T

= ;'E“.EI'“E.I igor

Fransparency-

Emlpllueal e.“'del |I|ee_

Degree of DUAs can be time-consuming, particularly when there are multiple institutions

Implementation involved. There are no published standards for DUAs but there are templates.

Issues For example, the Data Use and Reciprocal Support Agreement (DURSA),
which was developed through a consensus process with health information
exchanges (http://www.nationalehealth.org/dursa), and the caBIG DSSF
(https://cabig.nci.nih.gov/) offer starting points.

; oot
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Name of standard

3d. Intellectual Property Policies

Description of standard

A research network should develop policies for handling and dissemination
of intellectual property (IP); networks should also have an ongoing process
for reviewing and refreshing those policies. IP can include data, research
databases, papers, reports, patents, or products resulting from research
using the network. Guidelines should balance (1) minimizing impediments
to innovation in research processes, and (2) making the fruits of research
widely accessible, particularly to the people who need them the most.

Current Practice and
Examples

IP covers a range of issues, and accordingly, guidelines and practices are
diverse. Chalmers and Nicol [113] found that most human genome research
networks did not assert any rights to downstream IP. However, the E.U.
Directive on the legal protection of databases (96/9/EC) provides that the
ownership of the IP in the database vests in the “maker” of the database,
giving 50 years protection in recognition of the work and costs in compiling,
verifying and presenting data. The Gates Foundation's Grand Challenges in
Global Health Initiative (http://www.gatesfoundation.org/global-
health/Pages/grand-challenges-explorations.aspx) has developed a policy
(Global Access Strategy 2005) that requires grantees to prepare a strategy
for commercialization of research discoveries and an IP management policy
that maximizes access to affordable health solutions for the benefit of people
most in need in the developing world.

Published Guidance

Chalmers and Nicol [113] provide guidance on development of an IP policy
combining developed-world IP protection with developing-world access
needs. NIH and other federal agencies include requirements for IP
generated from publicly funded research in their grant agreements. At the
NIH, in general, grantees own the rights to data generated from a grant-
supported project. They will be granted IP licenses based on their research
and products developed with the NIH project funds. While IP is vested in
grantees, one goal of most NIH research is to translate findings into
commercial products unless otherwise stated in the award, works developed
under an NIH grant may be copyrighted without NIH approval. NIH promotes
commercialization of federally funded inventions, while ensuring that free
competition and free enterprise do not unduly encumber future research and
discovery
(http://www.nigms.nih.gov/News/Reports/midas_datapolicy060117.htm and
http://grants.nih.gov/grants/sharing.htm.

NSF allows its grantees to retain IP rights to tangible property, data, and
research results that are developed from its grants. NSF will also not restrict
copyrightable material except as necessary to comply with the requirements
of any government policy or international agreement. NSF also expects its
investigators to prepare and submit their research results for timely
publication into the public domain
(http://www.nsf.gov/pubs/policydocs/pappguide/nsf11001/aag_6.jsp).

Contribution to Patient

IP policies dictate who owns what data or biosamples, as well as who owns

Centeredness the research based on these samples. Policies can contribute to patient
centeredness by ensuring that innovative research results are shared
accountably with those in need, as well as with those originally intended to
be beneficiaries of the research results.

T
antific Ri
Contribution to Sharing of research results publicly allows the public and others to benefit
Transparency from these research networks, and disclosure of IP interests allows users of

the research to gauge potential conflicts of interest.

39 *35




"okG o D%

Name of standard

3d. Intellectual Property Policies

EI S el Iuele_nee S

Degree of
Implementation Issues

Although federal funding guidelines provide a foundation for IP policies, there
is significant effort required from research network leaders and legal experts
to address the potentially complex IP issues.

; dorat
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Guideline #4: Organization and Committees

Name of standard

4a. Governing Body

Description of
standard

A legal entity with a governing body should be designated or established so
that there is a clear authority to enforce contracts/agreements and make
ethical decisions. This entity should be separate from the research institutions
and core operations of the network so that there is a system of checks and
balances.

Current Practice and
Examples

DARTNet is administered by the University of Colorado and has an 11-member
governing board, including representatives of the research organizations,
which sets overarching policy. HMORN also has a governing board made up
of its 19 members and maintains separate operations committee. The UK
Biobank has an independent ethics and governance council (EGC) to monitor
and advise Biobank’s operations, which counsels ethical guidelines, as well as
Standardizing Operating Procedures for the network [113].

Published Guidance

Manion et al. [114] states that a governing body is necessary to carry out the
functions of developing guidelines for data use, community-wide IRB, risk
assessment, security policies, audit and oversight, reporting and enforcement,
external standards for operations. Malin et al. [122] suggests the functions
should include liability/redress, auditing, multiple levels of oversight depending
on type of request/risk.

Contribution to
Patient Centeredness

An independent governance entity has a fiduciary responsibility to maintain the
network's mission and purpose rather than to represent members' interests.
This encourages public trust and increases accountability, as there will be
oversight for those researchers and institutions using data for secondary
research. This helps to reduce any potential conflicts of interest and reduces
risk to collaborators.

—
SIUHBIEIE

T
Transparency-

Empirical evidence
and theoretical basis

The theoretical basis of non-profit board responsibilities is described in Griffith
and White [123] as responsibility to serve the objectives of the community
served. It must carry out five key functions: appoint the chief executive,
establish mission and vision, approve long-range plans, ensure quality, and
monitor performance. The board may delegate tasks to the chief executive
and other committees if they are best carried out by them but may never
delegate ultimate accountability.

Degree of While some research networks are organized by government entities, others
Implementation are coordinated by non-government organizations. The overhead costs of
Issues organizing and governing the network should be taken into account when
planning for and operating the network.
; oot
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Name of standard

4b. Data Access Committees

Description of
standard

A data access committee (DAC) should be created to manage access to and
uses of all data contributed to a research network and the members. The
bylaws and procedures for decision-making should be publicly available. An
additional role for data access committees can be to help determine if the
proposed study is technically feasible.

Current Practice and
Examples

There are several key examples of research networks that have utilized DACs
to review and approve data requests, including the International
Neuroinformatics Coordinating Facility (INCF) model created by the OECD with
20 countries involved [110], Wellcome Trust Case Control Consortium
(WTCCQC) in the UK [124], and in the US, dbGAP [125] and National Library of
Medicine/the Genetic Association Information Network (GAIN) [126]. The
HMO Research Network uses its Data Access Committees to conduct umbrella
IRB review and to ensure that new studies are feasible, have scientific merit
and are ethically based. The Wellcome Trust Case Control Consortium uses
its DAC to verify and approve researchers’ credentials and signed data access
agreements before providing access to data [119].

Published Guidance

Several key papers make the case that governance of secondary research
uses is ethically necessary and that DACs are an important strategy for
accomplishing effective governance [113]. In addition, Malin et al. [122]
recommends the DAC include if possible: ethicists, legal, scientists, program
managers, patients/representatives, and other research networks.

Contribution to
Patient Centeredness

A DAC supports patient centeredness by demonstrating a "positive duty for
stewardship,” and protecting the privacy of participants who originally
consented for data sharing [127]. Research on data that are delinked from
personally identifiable information is not subject to federal regulation related to
human subjects and other policies such as the Common Rule, and HIPAA
does not offer clarity on the oversight of secondary uses of genetic information
[127].

—
SeRiisize

Contribution to

Contributes to transparency by providing clear roles and responsibilities in a
DAC for governance of data sharing.

Transparency

Empirical-evidence—
i eal baci

Degree-of .
tmplementation—
{ssues-

Other Considerations

DACs have been used in a number of research networks. This has come
about in part because of the experience of the WTCCC in which previous
disclosures of what was thought to be de-identified data were subsequently
found to be re-identifiable. The WTCCC instituted DAC review for all data
requests.
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Name of 4c. Stakeholder Engagement

standard

Description of Stakeholders, including the public, communities, researchers, network organizations,

standard commercial and corporate organizations, academic, and government institutions,
should be included in decision making regarding relevant aspects of the network or
consortium. This includes building the network initially, designing infrastructure,
drafting policies and best practices, and deciding on collaboration and dissemination
strategies.

Current Many authors, researchers, and institutions strongly recommend that stakeholders be

Practice and engaged and consulted at all levels of the research process and network design.

Examples Regarding building Virtual Data Warehouses (VDWSs) for consortia, Watson et al.
[128] state that all stakeholders should be involved in its decision-making processes.
SCANNER incorporated the input of patients and research organization staff (privacy,
compliance, IRB, IT, and research) in the design of its network system through focus
groups and interviews. Industry leaders were represented on the SCANNER advisory
board and the Privacy and Security Expert Panel (http://scanner.ucsd.edu/).

Published The FDA, leading the Sentinel Initiative, states the Inclusiveness Principle:

Guidance “Stakeholders should have an opportunity to provide input on the standards and

processes used by the system” [112]. In designing an architecture for caGRID, the
technical infrastructure for caBIG, Saltz et al. [129] state: “In any governance model,
when setting priorities or direction, the community should have a voice and must be
aware of the rationale of the “decision makers.”" Such openness can help mitigate or
even resolve divergence, which is a common and primary concern of a governance
model.” One operating standard of the Public Health Laboratory Interoperability
Project (PHLIP) concerns stakeholder engagement: “National interoperability and
data-sharing standards, policies, practices, need to include each stakeholder’s
specific needs with regard to the variable levels of data required” [130].

Contribution to
Patient
Centeredness

Patients are one important stakeholder in all research consortia and networks, since it
is their primary health care and genetic data that is used. Including patients and
members of the public on decision-making panels contributes to patient-centeredness
by soliciting views on best interests for patients and promoting transparency of
research uses of health data.

Contribution to
Scientific Rigor

Including stakeholders allows for the most efficiently designed networks, and can help
keep scientific standards high for all research projects.

Contribution to

Including all stakeholders in network decisions is the essence of transparency.

Transparency Engaging the community of stakeholders is vital to maintaining interest and morale in
the network and its projects.

Empirical Theoretically, many research networks feel it is best practice to engage stakeholders.

evidence and Collaborations between public, private, commercial, and academic institutions must

theoretical remain transparent to create the most effective research networks, especially in

basis patient-centered outcomes research and comparative effectiveness research. While
there does not seem to be specific empirical evidence, many research networks have
mechanisms for including stakeholders as much as possible in decision-making
processes.

Degree of Specifics of stakeholder engagement differ across research networks.

Implementation
Issues

Other
Considerations

Exact forms that this principle should take are always under consideration and debate.
It appears the principle remains the same: "Include stakeholders in decision-making
processes," while the specifics differ across networks. Zarcone et al., in their Public
Health Laboratory Interoperability Project article point out that neither fully top-down,
administrative approaches, nor fully democratic community decision-making
processes are very effective, when deciding on network policies [130]. Some form of
middle ground network governance approaches seems to work best, although there is
no evidence listed to support this.
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Name of standard

4d. Centralized Coordinating Center

Description of standard

A centralized coordinating center provides the administrative infrastructure
to operate the research network. A coordinating center is not a
replacement for a governing body.

Current Practice and
Examples

Itis common practice for there to be a coordinating center in research
networks, usually housed in academic institutions or government agencies,
which serves as the administrator and coordinator enabling streamlined
governance, collaboration, and research processes. Network examples
include: a) Vaccine Safety Datalink (VSD) data coordinating center, which
was created to handle the increased demand for data management and
analysis generated by these RCA studies [111], b) DARTNet houses a
Coordinating Center within the administrative structure of the University of
Colorado, Denver, c) Mini-Sentinel currently uses a single Coordinating
Center, and d) eMERGE houses a Coordinating Center within the medical
center at Vanderbilt University.

Published Guidance

Comparing organizational and administrative structures across currently
practicing research networks showed that use of a Coordinating Center is
common practice. There is little formal guidance, however. See above for
examples.

Contribution to Patient

A centralized coordinating center provides administrative capacity to

Centeredness operationalize patient-centeredness. While a governing board’s
responsibility is to ensure that patient needs and values are represented in
all aspects of network design and function, the coordinating center is
responsible for operating the network according to the guidelines set by the
board.

T v

Rigor

Contribution to A coordinating center with its dedicated resources can support researchers

Transparency in documenting methods and promoting consistent application across

network nodes, as well as providing access for public review.

Empirical evidence and
theoretical basis

The empirical evidence demonstrating that this is common practice includes
numerous case examples in the literature, network websites, and personal
communication with network leaders.

Degree of This is common practice. Grant funding is often designated for coordinating
Implementation Issues centers; however, sustainability beyond federal funding may be a challenge.
; oot
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Name of standard

4e. Other Committees and Workgroups  for Operational Performance

Description of
standard

The need for committees and workgroups will vary depending on the research
network purpose and stakeholders. While retaining flexibility, networks should
ensure committees and workgroups are created for critical functions to ensure
inclusion of input and collaboration among network participants and
stakeholders. These committees and workgroups should not be considered a
replacement for governing board or coordinating center.

Current Practice and
Examples

SCANNER's workgroups are organized to develop requirements for the
network and implement the functions: architecture, policy, and comparative
effectiveness research. eMERGE consists of four main working groups, which
focus on different network goals: (1) Genomics, (2) Informatics, (3) Consent &
Community Consultation Working Group, and (4) Return of Results Oversight
Committee. Mini-Sentinel uses Cores (workgroups) to develop guidelines for
Data, Methods, and Protocol. DARTNet has four core work groups that
execute the day-to-day operations of the network: Administrative Core,
Technical Core, Research Core, and Practice Network Core. caBIG host
extensive workgroups and workspaces including: 1) Architecture, 2) Clinical
Trial Management Systems (CTMS), 3) Data Sharing and Intellectual Capital
(DSIC), 4) Integrative Cancer Research (ICR), 5) In Vivo Imaging, 6) Strategic
Planning, 7) Tissue Banks and Pathology Tools (TBPT), 8) Training, and 9)
Vocabularies and Common Data Elements (VCDE).

Published Guidance

Comparison of organizational and administrative structures across current
research networks showed that use of multiple committees is common
practice. However, there is little formal guidance in the form of documents.
See above for examples.

Degree of
Implementation
Issues

Committees and workgroups are a tactical means of operationalizing
collaboration, and are commonly used. Efficient coordination processes need
to be planned and executed for them to be useful.

Other Considerations

There are no scientific analyses of the use of committees for networks. As
stated, the use of these centers is common practice across established
research networks.
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Guideline #1: Standardized Terminology

Name of Standard

1. Standardized Terminology Encoding of Data Content

Description of
standard

The data contents need to be represented with standardized terminology systems to
ensure that their meaning is unambiguously and consistently understood by the party
using the data.

Current Practice
and Examples

Certain interoperability initiatives identify specific terminology systems to use for
encoding data. For example, caBIG recommends using terminology systems
recognized by Vocabularies & Common Data Elements (VCDE) Workspace; Mini-
Sentinel recognizes International Classification of Disease-9 Clinical Modification
(ICD9-CM), Healthcare Common Procedure Coding System (HSPCS), Current
Procedural Terminology (CPT), National Drug Codes (NDC); and OMOP uses ICD,
Systematized Nomenclature of Medicine (SNOMED), and RxNorm.

Published There is no agreed upon recommendation on the specific standardized terminology

Guidance systems to use. A few examples of the most commonly adopted terminology
systems are the ICD systems for diagnosis concepts, CPT or HCPCS for therapeutic
procedures, RxNorm and NDC for medications [5, 10-12, 33, 131].
When using compositional terminologies such as SNOMED-CT, the recommended
principle of mapping is to use pre-coordinated concepts if they are available [5].

Contributionto—

Patient

Centeredness-

Contribution to
Scientific Rigor

Standardized data encoding enables accurate representation of data content thus
contributes to the improved validity of larger scale comparative effectiveness studies
that utilize the data collected from disparate sources.

Contribution to

Unambiguous representation of the data using standardized terminologies facilitates

Transparency correct interpretation of the data. This would improve the transparency by allowing
others to validate the results.

Empirical-

evidence-and-

theoreticalbasis—

Degree of Standardized terminology encoding is a labor-intensive process.

Implementation
Issues

No terminology system provides complete content coverage. Therefore, multiple
terminology systems need to be utilized depending on the scope or type of the data.

Terminology systems continue to evolve. Therefore, mapping may need to be
updated when version changes occur with the source terminology system, although
ideally concept unique identifiers should persist.

When a participating institute uses different terminology systems than the ones
recommended by the governing party, it is usually the participating organization’s
responsibility to provide cross mapping to the recommended terminologies.

Other
Considerations

It is recommended to use terminology systems that satisfy terminology desiderata
[132].
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Guideline #2: Metadata Annotation

Name of Standard

2. Metadata Annotation of Data Content

Description of
standard

Semantic and administrative aspects of data contents are annotated with a set
of metadata items. Metadata annotation helps to correctly identify the
intended meaning of a data element and automated compatibility check among
data elements. A data element is the entity and its property described with a
given data. A data element is defined with a set of metadata.

Current Practice and
Examples

Metadata is usually assigned to data items and their values. Standardized
terminologies used to encode the data are also a type of metadata. Metadata
can be assigned for various levels of granularities. For example, ADaM
requires metadata annotation being applied to data variables, values, data
sets, and data analysis results.

Metadata captures core semantics (human readable names, definitions,
standardized concept ids) and additional administrative information (owner,
data element lifecycle, created date, revision date, and version) of a data
element. Sometimes it may include provenance information, including
processes, references, or artifacts that helped produce the associated data.

Published Guidance

ISO/IEC 11179 metadata registry standards, adopted by the caBIG
community, provide extensive requirements and instructions on creating
metadata [8, 133]. Other efforts reviewed in this analysis do not have explicit
guidelines but commonalities in their approaches are providing human
readable data label (i.e., name), definition, allowed value formats, and
preferably standardized concept id. Additional metadata on the terminology
system such as terminology system name and version should be provided
when terminology encoding is conducted.

T -
Centeredness-

Contribution to
Scientific Rigor

Metadata annotation helps data users to correctly understand the content
being annotated such as data elements, data sets, data, variables, value sets,
and standardized terminologies used to encode the data. Correct
understanding of the data is required to improve the quality of the analysis and
interpretation of the data utilized in a study.

Contribution to

Metadata improves the interpretation of study results by providing additional

Transparency details on the data elements, data sets, and analysis assumptions, methods
and results.

EI |||p|||e.al eI Ialde.nee 2

Degree of Metadata annotation is a labor-intensive process. Also additional rules and

Implementation Issues

standards that guide metadata annotation are required to ensure consistency.

Other Considerations

Semantic interoperability requires a metadata annotation scheme specified at
each data item (i.e., data field) level. Metadata that describe data categories
(e.g., document sections) or data formats do not provide sufficient information
for achieving semantic interoperability.

85 *35




"G D%

Guideline #3: Data Model

Name of standard

3. Common Data Model (CDM)

Description of
standard

Individual data items are assembled into a contextual environment that shows
close or distant association among data. A common data model (CDM)
represents these associations and relationships.

Current Practice and
Examples

Many initiatives that utilize data from multiple sources within a pre-defined
network of data sources adopt a CDM. A CDM specifies necessary data items
that need to be collected and shared across participating institutes and the
relationships among them.

OMOP, Mini-Sentinel, DARTNet, and HMORN-VDW have their own CDM
based on which health/research institutes participating in the network need to
structure and organize their data to ensure interoperability.

Published Guidance

Building a data model is a labor-intensive process that requires expertise data
modeling and the subject matter of interest. A modeling team carries the
development work starting from need assessment (i.e., data content that need
to be represented in the model). Existing data models are reviewed to
benchmark any relevant portions. A CDM is designed based on a number of
principles: consensus—based, reuse of existing models, neutral to specific
technology, scalable, and human and machine readable [9, 10, 16, 33, 134].

T
Patient Centeredness—

Contribution to
Scientific Rigor

A CDM contributes to scientific rigor by facilitating correct understanding of the
data content. It also facilitates generating and collecting data in such a way that
improves feasibility of analyzing the data from heterogeneous sources.

Contribution to

A CDM contributes to transparency by promoting correct interpretation of the

Transparency data content.

and theeretical-basis—

Degree of Developing a CDM is a labor-intensive process that requires team effort.
Implementation Adopting an existing CDM requires cross mapping between a standard CDM
Issues and local data representations, which is another labor-intensive process.

Other Considerations

There exist various versions of Entity Relational Diagram (ERD) notations.
Maintaining consistency is critical.

The Unified Modeling Language (UML) is an industry standard for representing
an ERD-based data model.
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Table la. Description of Guidance Statements included in the recommended guidelines for Architectures
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Data should be
locally stored
and controlled at
each site rather
than delivered to
a central
repository

DARTNet

2009

Yes

Data in control of the source organization No
central repository) The data used by Query
Health will be owned and controlled by the data
owners themselves and will not be exported into
a central repository to facilitate queries.

[135]

Mini-Sentinel,
J.S. Brown,
J.H. Holmes,
J. Moro

2009

Evaluation
process
documented

Stakeholder
interviews, pilot
implementation

At the most basic level, a distributed research
model is defined as a system in which data are
physically held and managed by each data owner
(e.g., HIPAA covered entity), that can accept
federated queries distributed through network
software, run the queries against the local data,
and return aggregated results to the end-user

The report’s authors and others believe the best
way to satisfy the requirements of network users
and participants, such as data owners, is to
develop a distributed data network that allows
data owners to maintain confidentiality and
physical control over their data, while permitting
authorized users to address questions important
to public health

[19]
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Table la. Description of Guidance Statements included in the recommended guidelines for Architectures
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FURTHeR

2009

Evaluation
process
documented

First, we needed to federate data from disparate
systems not only within an institution, but also
across institutions, into a virtual repository.
Second, each data source needed to remain in
its original location and format for security,
intellectual property and data management
purposes.

[20]; [22]

caBIG

2006

Evaluation
process
documented

Before the caGrid development effort was
initiated, an exploratory work had been carried
out by the NCI Center for Bioinformatics (NCICB)
in order to evaluate the state of existing
technology frameworks and the availability of
tools and middleware systems in each
framework. The findings from this work have
been published as a white paper (Sanchez et al.,
2004,
https://cabig.nci.nih.gov/guidelines_documentatio
n/caGRIDWhitepaper.pdf). Based on the results
of the technology evaluation presented in that
white paper, Grid Services technology was
chosen as the underlying framework for caGrid.
In this paper, we describe the design of the
caGrid architecture, how it employs the Grid
Services framework and the current
implementation of caGrid, referred to as caGrid
version 0.5
(https://cabig.nci.nih.gov/workspaces/Architectur
e/caGrid).

[21]




"G D%

Table la. Description of Guidance Statements included in the recommended guidelines for Architectures

() >0 < |o m L3O Y =20 @)
c S a3 (0} a = = C @ L 5D ~a
S S8 2 |8 = |22g 8 588 2
@ 95 o @ S o2 o) N~ = o
=) O N 3 g L5 5 b= © QT =
@ : 5 gis| 3 S5¢
S =& c g ®
o CED S O n w
@l S
@
o
S&l Quer Data in control of the source organization (No
Health y central repository). The data used by Query
Technical 2012 Consensus Health will be owned and controlled by the data [23]
Workarou owners themselves and will not be exported into
group a central repository to facilitate queries.
The Hub Population Health System (Hub) was
built as a joint collaboration between PCIP and
eClinicalWorks beginning in November 2009.
Unlike large integrated healthcare delivery
Hub systems, PCIP practices are part of a ‘virtual
Pobulation Evaluation network’ of distributed independent ambulatory
HeI;Ith 2011 process practices (see figure 1). Each individual EHR [24]
System documented clinical data repository connects on a nightly
y basis to a central server (the Hub), hosted by the
vendor, to receive and transmit information using
a secured HTTPS connection. All information is
summarized at the aggregate count level before
transmission to the Hub.
Personal
SCANNER 2012 Communication

*35




"G D%

Table la. Description of Guidance Statements included in the recommended guidelines for Architectures
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While not definitive, the case [for cloud approach]
seems strong enough to justify management
attention from consortium leads, laboratory
directors, and university CIOs. It seems desirable
to begin funding pilot efforts in which
- . organizations examine the most current cloud
g:gﬁ%ﬁ;ﬁed 2010 (S)upm'(;)r?ixwth offerings. Decision criteria need to go beyond [95]
Network doltozﬁmenqu straightforward dollar costs, to include risk
reduction (e.g., of data loss or service
unavailability), increased flexibility and scalability,
and protection of an institution’s other systems.
We reiterate that the biomedical organization
retains the right to set and enforce its own
sharing policy.
Data Integration Allowing heterogeneity [in source data models]
- Data are pre- places more burden on software development
transformed and because new mechanisms would be needed to
stored in a Mini-Sentinel, either translate network queries to each unique
common data J.S. Brown, 2009 data source or transform each data source on an [19]
model with J.H. Holmes, ad hoc basis for each query. Transformation of
programs and J. Moro data to the common model is generally preferred,;
workflow however, the approach to network incorporation
managed locally is likely influenced by the size of the organization,
at each site the amount and uniqueness of available data,

52
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Table 1a. Description of Guidance Statements included in the recommended guidelines for Architectures

and ultimately provide the researcher with
semantically consistent data from multiple
sources. Third, and most important, the research
scientist can dynamically select a cohort and
receive semantically consistent data from
multiple existing databases.
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At each DARTNet member organization, the data
in the EHR are captured in a relational dataset
[CDR]...a standardized database of relevant
DARTNet 2009 clinical information. In the CDR, data elements [135]
are standardized across EHR products. Data
from the CDR are transferred to another
database also located within each organization.
We utilized the i2b2 front end and have adapted
the query tool to query the heterogeneous
databases on-the-fly instead of homogeneous
data stored within i2b2. There are many
advantages to this approach. First,
the design supports connections to dynamically
Data Integration changing resources. Our methodology can be
- Data are efficiently reused to dynamically create new MDR
transformed information (artifacts), data models, aggregation
dynamically into Proof of concepts or terminology standards as changes
common data concept; occur within the industry. This will be particularly
model with FURTHeR 2011 requirements important as we begin to connect to data sources [136]
programs and generation with genotypic information. Second, we are
workflow utilizing standardized information models and
managed by terminologies at the core of the framework.
network Translations resolve to

5*
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Table la. Description of Guidance Statements included in the recommended guidelines for Architectures
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caBIG

2008

Proof of
concept

Design The semCDI query formulation uses a
view of caBIG semantic concepts, metadata, and
data as an ontology, and defines a methodology
to specify queries using the SPARQL query
language, extended with Horn rules. semCDI
enables the joining of data that represent
different concepts through associations modeled
as object properties, and the merging of data
representing the same concept in different
sources through Common Data Elements (CDE)
modeled as data type properties, using Horn
rules to specify additional semantics indicating
conditions for merging data.

Validation In order to validate this formulation, a
prototype has been constructed, and two queries
have been executed against currently available
caBIG data services.

[137]

BIRN

2005

Multiple
domain proof
of concept

Given this application context, the data
integration framework of BIRN consists of a
global-as-view mediator called Metropolis-Il, a
number of specialized tools for schema
registration, view definition and query building, a
number of domain-specific clients, and a set of
tree and graph structured ontologies that supply
intermediate information such that integrated
views can be defined over the sources. Using the
external ontologies to integrate information is our
way of implementing semantic integration

[138]
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Table la. Description of Guidance Statements included in the recommended guidelines for Architectures

investigators for
execution of
analysis
programs

returned results into a single federated data set.
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;ﬁ;f;{ssigf_ B_asgd on the experience of the a_ut_hors, a
analysis dlstrlbut_ed ne_tvyork capaple of efficiently _
programs are N _ condqctmg clinical effe_ctlveness, comparative
distributed to Mini-Sentinel, effectiveness, appropriateness, safety, an_d
each site J.S. Brown, 2009 outcomes studle_s of healthcare technologies and [19]
executed' and J.H. Holmes, services should mcl_ude thes_e_z _features
aggregaté J. Moro ...Dlstrlbuted_ an_alyt_lc capabilities: Allow secure,
results are automated distribution and execution of computer
returned to programs (e.g., SAS programs) and aggregation
investigators of results sets.
Send Questions to the data sources rather than
data to the question. Instead of moving raw data
S&l Query from the source organization to the requestor
Health 2012 who is interested in the data, the requestor will 23]
Technical formulate the query and send the query to the
Workgroup source organization where results are computed
and the summary results are returned instead of
raw data.
Locus of
analysis — de-
identified
?r?)tr;]iS:zti:rT tracts A fram_ework has been dgveloped that a_llows
source are FURTHeR executing federated queries across r_nultlple
. clinical data resources and aggregating the
delivered to
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Security -
"Defense in
Depth" strategy

Mini-Sentinel,
J.S. Brown,
J.H. Holmes,
J. Moro

2009

Based on the experience of the authors, a
distributed network capable of efficiently
conducting clinical effectiveness, comparative
effectiveness, appropriateness, safety, and
outcomes studies of healthcare technologies and
services should include these features ...Fine-
grained authorization and permissions: Data
owners maintain complete control over both uses
and users of their data.

Strong security and authentication: Incorporate
strong standards for security and authentication
(defense in depth strategies).

Automated, extensive auditing: All network use
should be monitored and be auditable.

[19]

DARTNet

2009

The overall DARTNet security model adopts a
“defense-in-depth” strategy developed by the
University of Minnesota for the ePCRN Portal.

[47]

SCANNER

SCANNER's security model includes an option
for cloud-based enforcement of a variety of
governance policies via a trust network, including
patient-level consent and data release via trust
and authentication services.

Personal
Communication

58
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Table 1b. Description of Guidance Statements included in the recommended minimum guidelines for Patient Privacy
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The document suggested two approaches:
Privacy Rule of the Expert Determination and safe harbor,
Health Insurance United States which sought to safeguard the privacy and
Portability and United States Congress 1996 USA Yes security of health records. These
- Congress . ; .
Accountability Act approaches address the privacy issues in
(HIPAA) data sharing related to Comparative
Effectiveness Research (CER).
Lessons and experience from Canada. 10
. Canadian Institutes of Ottawa: Public elements are summarized to provide
CIHR best_ practices Health Research Works and guidance for the health research community
for protecting privacy . X 2005 Canada Yes ; L .
. Privacy Advisory Government in Canada on the application of fair
in health research : . : X A : .
Committee Services Canada information principles to research involving
personal information.
Preparing raw
Ct?)'ﬁ;;gsrtf f?jz dance :\./Il-iryﬁzfélﬂewmz, The document suggested a detailed list of
pub - 9! T ' 2010 | Trials UK Yes potential patient direct (14) and indirect (14)
for journal editors, A.J. Vickers, identifiers
authors, and peer D.G. Altman '
reviewers.
Some privacy issues D.E. O'Leary,
; P Y S. Bonorris, The Organization for Economic Cooperation
n knowledge W. Klosgen . and Development (OECD) personal privacy
discovery: the OECD . ' 1995 | Security USA Yes o
. Y.T. Khaw, guidelines suggested 8-core elements to
personal privacy | ori
uidelines H.Y. _Lee, protect personal privacy.
9 W. Ziarko
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Unigueness can be used as a surrogate of
Never too old for re-identification susceptibility. To evaluate
anonymity: a B Malin Journal of the uniqueness of patient records, it is
statistical standard K. Benitéz 2011 American Medical USA Yes necessary to identifier quasi-identifiers in
for demographic D. Masvs ' Informatics the private database, which are possibly
data sharing via the ' Y Association publicly known (e.g., date of birth (DOB),
HIPAA Privacy Rule gender, postal code, city, region, and
initials).
Data confidentiality: Suggested various de-identification
A review of methods algorithms (e.g., suppression,
fqr statlstlc:_il o G. J. Matthews, 2011 | Statistics Surveys | USA Yes generallzz_itlon_, adding noises, _sampll_ng,
disclosure limitation | O. Harel etc.) for situations when the privacy risk of a
and methods for database is above the pre-determined
assessing privacy threshold.
Prri(\)/;egtlgg patient The document suggested measuring the
puanti)f/iagle control L. Ohno-Machado, International degree of ambiguities of a disseminated
gf disclosures in P.S. Silveira, 2004 | Journal of Medical | USA Yes data set is necessary to design algorithms
disseminated S. Vinterbo Informatics that can assure that the desired level of
databases confidentiality.

. J. Bethlehem, Journ_al of the The document suggested that using the
Disclosure control of American . .
microdata W. Keller, 1990 Statistical USA Yes concept of uniqueness can establish the

J. Pannekoek . risk of identification.
Association
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Experts of security and privacy suggested
. using secure multiparty computation (SMC),
Privacy-preservin C. Clifton, Springer-Verla i.e., a set of cryptography motivated
y-p 9 | M. Kantarcioglu, 2006 | 2PMN9 9 | usa Yes €. a ryplography
data mining : New York, NY techniques, to ensure that data sources
J. Vaidya X ;
collaborate to obtain results without
revealing anything except those results.
Classification of The S'XFh Classified various privacy preserving
; . International ; :
Privacy-preserving Z. Xu, . algorithms based on secure multiparty
o . 2011 | Conference on Australia | Yes C . .
Distributed Data X.Yi L . computation into various categories
o Digital Information : L
Mining protocols. depends on their characteristics.
Management
The document suggested that privacy and
Privacy-preserving IEEE collaborative data mining can be achieved
collaborative data J. Zhan 2008 Comp utational USA Yes at the same time in a dls_trlbuted_
minin Intelligence environment where multiple parties want to
9 Magazine do data mining jointly but at the same time
keep their own data private.
The document suggested a strong,
Automata, cryptographically motivated privacy
Differential privacy C. Dwork 2006 | languages and USA Yes definition, which ensures no increased risk
programming of harm due to joining the database for
individual patients.
The document suggested applying
A firm foundation for Communications randomized responses so as to effectively
. . C. Dwork 2011 USA Yes hide the presence or absence of the data of
private data analysis of the ACM . e
any individual over the course of the lifetime
of the database.
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Information- IEEE 24th . .
Theoretic bounds for | G. Barthe, Computer Security The doc_ument sugggsted differential
X . . 2011 : France Yes privacy is the emerging consensus for
differentially private B. Kopf Foundations ; s .
. ' provable privacy-preserving data analysis.
mechanisms. Symposium
Proceedings of the
17th ACM
Personal privacy vs. SIGKDD The document suggested that differential
popu!atlon privacy: G. Cormode 2011 international USA Yes privacy h,as stgrted to be fadopted as a gold
learning to attack conference on standard’ of privacy, and is becoming
anonymization Knowledge widely used.
discovery and data
mining.
The i2b2 project tools allow investigators to
guery for patients and controls that meet
S.N. Murphy, Journal of the specific inclusion/ exclusion criteria. They
Strategies for V. Gainer, American Medical developed an obfuscation method that
maintaining patient M. Mendis, 2011 . USA Yes performs Gaussian function-based blurring
; - . Informatics ; ; ; o
privacy in i2b2 S. Churchill, Association of patient counts, combined with monitoring
I. Kohane the number of query repetitions with similar
results to ensure a statistical de-
identification process
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Table 1c. Description of Guidance Statements included in the recommended minimum guidelines for Governance Structures
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U.S. National Official NIH statement that
Institutes of Health reaffirms its support for
Fmal_ Statement on US. NIH 2003 Gran_ts Awards USA No Not _ sharmg_ of raw data, as well as
Sharing Research Section Applicable | disseminating research
Data (NIH-OD-03- results as widely and publicly
0320) as possible.
Part of NSF's Award and
Administrative Guide, which
informs potential grant
National Science NSF, Award and Not recipients of protocols and
Foundation: Data U.S. NSF 2011 Administrative USA No . expectations upon receipt of
. : : Applicable
Sharing Policy Guide research grant awards,
including on data sharing and
intellectual property
guidelines.
This OECD Recommendation
on Human Biobanks and
Genetic Research Databases
aims to provide guidance for
the establishment,
OECD Guidelines on | Organization for Directorate for International, governance, management,
Human Biobanks and | Economic Co- Science 30 member Not operatlt_)n, access, use and
. . 2009 ’ Lo Unknown . discontinuation of human
Genetic Research Operation and Technology and | countries in Applicable biobanks and qenetic
Databases Development Industry OECD g

research databases. Itis
intended that the
recommendation be applied
as broadly as possible,
though it may not apply in all
circumstances
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g:rsnezr:cﬁegstt;%ases Australia- Examines international best
and Biobanks: based, but practice for the establishment,
Towards Uniférm D. Chalmers, 2008 worldwide No Policy maintenance and use of
Terminoloav and D. Nicol synthesis of analysis human genetic research
Austra“anggest biobank databases (HGRDs) and
Practice practices biobanks.
Technical and Policy Paper review_s several
Approaches to aspects of privacy-related
Bgﬁincin Patient B. Malin problems associated with data
Privacy agnd Data D. Karp' 2011 USA No Policy sharing for clinical research
Sharing in Clinical R. Sche;uermann analysis from technlcal and policy
and Translational ' perspectives. Focuses on
Research policies set forth by the NIH
and HIPAA documents.
Due to recent regulatory
changes in secondary
Secondary uses and research in the U.S. and
the governance of de- Europe, oversight has
identified data: S.M. Fullerton, 011 USA and No Literature ?ﬁfsomae il ‘fgg‘s"mted-
Lessons from the S.S.J. Lee Europe Review bap b
human genome secondary uses of data from
diversity panel the Human Genome Diversity
yP Panel in order to identify
implications of these new
guidelines for communities.
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Research assessing attitudes
toward consent processes for
high-throughput genomic-wide
technologies and widespread
Public and Biobank sharing of data is limited. In
Participant Attitudes A.A. Lemke, order to develop a better
toward Genetic W.A. Wolf, 2010 USA No Focus understanding of stakeholder
Research J. Hebert-Beirne, Groups views toward these issues,
Participation and M.E. Smith this cross-sectional study
Data Sharing assessed public and
biorepository participant
attitudes toward research
participation and sharing of
genetic research data.
Provides technical guidelines
for federal agencies
NIST, implementing electronic
W.E. Burr, . . authentication. Defines
National Institute . ;
. . D.F. Dodson, technical requirements for
NIST: Electronic of Standards
L E. M. Newton, Not each of four levels of
Authentication 2011 and Technology, | USA Unknown . .
o R.A. Perlner, Applicable | assurance in the areas of
Guidelines U.S. Department ; . . ; .
W.T.Polk, identity proofing, registration,
of Commerce
S. Gupta, tokens, management
E.A. Nabbus processes, authentication
protocols and related
assertions.
The HIPAA Privacy Rule
HIPAA Privacy Rule, U.S. Department of Office of Civil Not Eﬁziegll\?vg?:htg?o(tzggtde; (tjlohnesalth
for Research. 45 Healph and Human 2003 nghts, HIPAA USA Unknown Applicable | information may be used or
CFR Service (HHS) Privacy : o
disclosed by covered entities
for research purposes.
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BMC Medical The authors collected policy
. . Informatics and statements, expectations, and
Security and privacy - .

. . Decision U.S.A. requirements from regulatory
requirements for a F.J. Manion, . - ;
multi-institutional R J. Robbins Making. Open cancer Structured decision maker_s at academic

A ' 2009 Access treatment No : : cancer centers in the U.S.,
cancer research data | W.A. Weems, interview ;
C ; Research and research and provide commentary on
grid: an interview- R.S. Crowley ; ) o
based study Article, on centers data sharmg_ gwdelmes_for
Cancer Center data federations and grid
policies computing,
Paper aims to (1) re-state the
nature of the UK Biobank
Ethics and Governance
Council’s (EGC) monitoring
UK Biobank Ethics . . UK Biobank and advisory role in relation to
UK Biobank Ethics : .
and Governance Ethics and United Not the access phase and (2)
o and Governance 2012 . Yes . S .
Council: Statement : Governance Kingdom Applicable | indicate the issues that the
Council . .
on access Council EGC regards as important to
keep under review as UK
Biobank gains experience of
the access process in
operation.
This deliverable contains an
analysis of the relevant ethical
Advanced and legal requirements for
ACGT on Cancer: Advanced Clinical I, . ACGT. Analyzes the ethical

; o Clinical European Policy ! ; D

Ethical and Legal Genomic Trials, on 2007 I . No . requirements regarding clinic-
X Genomic Trials, | Union analysis : s
Requirements Cancer. on Cancer genomic research within the

ACGT architecture, especially
with regard to informed
consent.
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Document reviews the FDA's
The Sentinel U.S. FDA, Office efforts at managing health
Initiative: National U.S. FDA (under of Critical Path Not information in the current age
Strategy for HHé) 2008 Programs. USA No Applicable of growing information sharing
Monitoring Medical Sentinel bp across institutions. It then
Product Safety Initiative. provides an overview of the
Sentinel Initiative.
Document outlines key
uU.S. strategic and policy objectives
foundation, for the Gates Foundation's
Global He?'”? Data Gates Foundation 2005 Global Health but for No Not . Global Access Strategy in all
Access Principles Program . Applicable ;
worldwide areas, of global public health,
public health including intellectual property
guidelines.
Considers data-sharing and
. intellectual property policies
3?&35332? grgngrt in for an international research
a genomic property D.A. Chokshi consortium working on the
ep?demiology M. I5arker ' 2006 Bulletin of the International | No Not genomic epidemiology of
' : W.H.O. Applicable | malaria. Considers specific

network: policies for
large-scale research
collaboration

D.P. Kwiatkowski

guidelines of all aspects of
research networks, including:
research, data sharing, and
informed consent.
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Directive . . . .
This directive aims to provide
96/9/EC of the . >lop
harmonized copyright
European .
E.U. Directive on the Parliament and protection to databases. It
. : European : European Not introduces a new specific sui
Legal Protection of X 1996 the Council of . Unknown . o
Parliament Union Applicable | generis right for the creators
Databases 11 March 1996
of databases, whether or not
on the legal A
. these have an intrinsically
protection of ; .
innovative nature.
databases.
UNESCO - United _Natlons . Serves as a point of reference
International Educational, United Not and address concerns in the
) Scientific and 2003 UNESCO Nations, Unknown . . . f - .
Declaration on : Applicable | international field of bioethics
Cultural International
and research.

Human Genetic Data

Organization
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This document describes three areas of semantic
caBIG Compatibility caBIG interoperability that must be addressed to enable
Guideline: (Cancer Technical comparison and aggregation of the data generated
Achieving caBIG 2008 | Biomedical USA | No from disparate sources. The three areas are

; : report . o :
Semantic Informatics standardized data element definition using
Interoperability Grid) program metadata, information model, and terminology

encoding.

This paper describes how the reference

D. Eridsma information model of the caBIG initiative called
The BRIDG 3 .Evans ' Technical BRIDG (Biomedical Research Integrated Domain
Project: A ' ' 2008 | caBIG USA | No Group) model was developed. And detailed
: S. Hastak, report X . .
Technical Report overview of the model in terms of its scope and
C.N. Mead : ; -

how it can be used to develop an information

system that supports cancer research.

This paper describes how the BRIDG model

achieves semantic interoperability of the data (i.e.,
User-centered metadata, shared conceptual reference model, and
Semantic C. Weng, . Methodological | semantic harmonization) and its developmental

R J.H. Gennari, 2007 | caBIG USA | No . L ; .

Harmonization: a D.B. Fridsma review principles (i.e., comprehensive, consensus-based,

Case Study " abstraction and context neutral). Also, challenges
to wider adoption of the BRIDG model is
discussed.
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G.A.
Komatsoulis,
caCORE version 3: D.B. Warzel,
) . F.W. Hartel, : : .
implementation of a This paper describes cancer common ontologic
. K. Shanbhag, ) )
model driven, R. Chilukuri Technical representation environment (caCORE), a set of
service oriented ' ' 2008 | caBIG USA | No tools developed to assist users of the caBIG
. G. Fragoso, reports .
architecture for S. Coronado approaches prepare data to meet semantic
semantic ' ' interoperability requirements.
interoperabilit D.M. Reeves,
P y J.B. Hadfield,
C. Ludet,
P.A. Covitz
J. Tobias, : . . .
The CAP Cancer R. Chilukuri This paper reports the experience of implementing
Protocols - a Case G.A ' the caBIG interoperability requirements with the
Study of caCORE - . College of American Pathologists (CAP) cancer
based Data Komatsoulis, protocols and checklists as an example case. This
S. Mohanty, 2006 | caBIG USA | No Case study . ; -
Standards N. Sioutos paper describes detailed process of developing
Implementation to ' ' CAP cancer protocol and checklists model using
. D.B. Warzel, ) :
Integrate with the . the Cancer Common Ontologic Representation
L.W. Wright, ) .
caBIG Environment (caCORE) toolkit.
R.S. Crowley
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R.P. Moser,
B.W. Hesse, This paper provides an overview on the purpose
A.R. Shaikh, and development of the NCI funded GEM project.
Grid-Enabled P. Courtney, GEM is to develop a centralized web-based
Measures: using G. Morgan, GEM (Grid repository of behavioral and social science
science 2.0 to E. Augustson, measures, which are standardized with metadata
. ' 2011 | Enabled USA | No Case study . : ! .
standardize S. Kobrin, Measure) annotation and standardized terminology encoding
measures and K.Y. Levin, based on the caBIG approach. The goal if this
share data C. Helba, repository is to promote semantic interoperability of
D. Garner, measurement data by using shared measurement
M. Dunn, definition.
K. Coa
This document provides an overview on the
Mini-Sentinel: Mini-Sentinel Polic purpose, organizational structure, data
Principles and Coordination 2011 | Mini-Sentinel USA | No d Y management approach, and strategies to dealing
X ocument . : ; T oS
Overview Center with privacy and confidentiality issues of the Mini-
Sentinel initiative.

Mini-Sentinel: Mini-Sentinel This document provides high level descriptions on
Common Data L - . Technical the principles adopted by the Mini-Sentinel team in
Coordination 2010 | Mini-Sentinel USA | No ; A
Model and Its report developing and maintaining its common data

- L Center
Guiding Principle model.
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Mini-Sentinel: This report describes the Mini-Sentinel Common
. y Mini-Sentinel Data Model (MSCDM). The MSCDM includes 19
Overview and Coordination Technical major tables and variables that belong to the
Description of the 2011 | Mini-Sentinel USA | No I ; heong
Center, Data report tables. Variable names and definitions, value
Common Data X . .
Core formats and list of allowed values are specified with
Model v2.1
examples.
R. Platt,
R.M. Carnahan,
J.S. Brown,
-l;rr]j US Food and E'Hcrgfgg"es’ This report describes purpose, development, and
Adrr?inistration's S. I-.|ennes’s Technical current status of the Mini-Sentinel program. Its
- ; ' Y 2012 | Mini-Sentinel USA | No approach to distributed databases and data
Mini-Sentinel J.C. Nelson, report . ; ;
) . integration through a common data model is also
Program: Status J.A. Racoosin, explained
and Direction M. Robb, P '
S. Schneeweiss,
S. Toh,
M.G. Weiner
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L.H. Curtis,
M.G. Weiner, This report describes the development process and
D.M. Boudreau, the current status of the MSCDM. The MSCDM
Design W.O. Cooper, was developed based on the review of existing
Considerations, G.W. Daniel, Technical common data models and the data needs related
Architecture, and V.P. Nair, 2012 | Mini-Sentinel USA | No report to FDA objectives. MSCDM was designed to be a
Use of the Mini- M.A. Raebel, P transparent, intuitive, and easily understood model
Sentinel N.U. Beaulieu, that supports data analysis. The Mini-Sentinel
R. Rosofsky, distributed database network currently contains the
T.S. Woodworth, data of more than 99 million health plan members.
J.S. Brown
This document describes the data architecture
HITSP adopted by HITSP including the processes and
tools used by HITSP to identify the data content
(Healthcare during inf i h [though
Information uring information exchange process. Althoug
HITSP Data Technolo Technical HITSP does not offer an overarching reference
Architecture 9y 2009 | HITSP USA | No information model or common data model, use of
; Standards report :
Technical Note metadata registry at data elements, value sets, and
Panel) Data ; . .
. code system (i.e., standardized vocabularies used
Architecture :
Tiger Team to e_ncode the dz_itz;) level prov_lt_jes means to
achieve semantic interoperability of the exchanged
data.
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This document describes the purposes and
designing principle of OMOP Common Data Model
(CDM). OMOP CDM is a reference data model
designed to facilitate observational analysis of
disparate healthcare databases. Therefore, the
. data from disparate location needs to be
Obs_ervatlonal OMoP . transformed to the OMOP CDM format for multi-
Medical Outcomes | (Observational . X . .
. . Pending . center data retrieval and analysis. This CDM
Partnership Medical ’ Technical i !
2011 | OMOP USA | for public specifies common data elements used in
Common Data Outcomes report L . .
; . comments medication outcome observational studies.
Model Version 3 Partnership) . : .
e Standardized vocabulary encoding of the data is
Specifications team 7 .
the core method of achieving semantic
interoperability thus OMOP CDM includes detailed
metadata requirements for documenting
standardized vocabulary such as concept name,
synonyms, hierarchical, and non-hierarchical
relationships among concepts.
This paper reports on successfully validating
validation of a J.M. Overhage, OMOP CDM._ The authors executed 11 analytic
methods against 10 observational health care
Common Data P.B. Ryan, databases, which were transformed and
Model for Active C.G. Reich, 2012 | OMOP USA | No Case study - .
. standardized based on OMOP CDM. This paper
Safety Surveillance | A.G. Hartzema, o
also reports on the logistics related to OMOP CDM
Research P.E. Stang ; ; )
implementation at each site and challenges
encountered.
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This document specifies the fundamental principles
CDISC (Clinical and standards to foII_ow when creating analysis
data data sets anq assoc_lated metadata_ to support
CDISC Analvsis Interchanae larger scale integrative data analysis. This
y 9 Technical document also describes the ADaM, the basic data
Data Model Standards 2009 | CDISC-ADaM | USA | No ;
) report structure that the datasets following CDISC-based
(ADaM) v2.1 Consortium) oo o
. submission need to conform. It also specifies
Analysis Data : X X
detailed metadata annotation requirements at four
Model Team ) ; :
levels: data set, data variable, value, and analysis
results.
The Primary Care This paper describes an early effort on developing
Research Object S.M. Speedie, a reference object model for randomized clinical
Model (PCROM): a | A. Taweel, trials in primary care environment. The authors
Computable I. Sim, Model building | describe the UML based model building process
Information Model T.N. Arvanitis, 2008 | ePCRN USA | No and evaluation | that consisted with use cases, activity diagrams,
for Practice-based B. Delaney, and class model. Cross mapping to BRIDG
Primary Care K.A. Peterson revealed high level of overlaps (82%), which
Research proves the validity of this model.
This report includes the descriptions on the data
Collaboration standardization approach adopted in HMORN's
Toolkit: a Guide to Virtual Data Warehouse. The participating HMOs
Multicenter HMO Research Technical transform the local data into the standardized
Research in the Network 2011 | HMORN USA | No report format (i.e., names, definitions, and standardized
HMO Research vocabulary encoding) before sending the data.
Network Currently, this standardization specification is
available for 10 common data domains.
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Distributed DEcIDE . This report includes the descriptions on DARTNet's
(Developing L . o
Ambulatory W.D. Pace, Evidence to data standardization approach, where site-specific
Research in D.R. West, Inform Technical data are standardized and stored in a local Clinical
Therapeutics R.J. Valuck, 2009 - USA | No Data Repository (CDR), a proprietary system
. Decisions report N !
Network M. Cifuentes, about developed by Clinical Integration Networks of
(DARTNet): E.W. Staton . America, Inc. (CINA). The data elements in the
Effectiveness) 4 ; ;
Summary Report Network CDR are encoded with standardized vocabularies.
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Bi-directional .
. The DARTNet researchers demonstrated in a proof-of-concept that data from research networks
Integration of . ; . ; - p
can be integrated into point of care in the form of clinical decision support AND supplemental
research network . .
workflow with HIE DARTNet dat_a to improve outcomes re_zsearch can be collected from the_pomt of care. N _ [139]
CDS. and other ' Ultimately, even the best adjustment cannot adequately substitute for the addition of superior, [140]
' existing clinical data or the collection of new data at the point of care.

clinical processes

Regenstrief Institute also formed the Indiana Health Information Exchange, and the research and
Regenstrief/IHIE health care data systems and models are tightly linked, enabling close integration with Clinical [141]
Decision Support and Quality Reporting tools.

S&I Query Health Standards and specifications should facilitate existence of intermediaries such as HIE'’s, HISP's, 23]
Technical Workgroup | data aggregators and other entities that provide services to organizations.

S&l Query Health Query Health will use the data that is collected as part of the existing clinical workflows as the
Y data source and not require new clinical workflows. This does not preclude modification of [23]

Impact on workflow Technical Workgrou
9roUP | clinical workflows for efficiency of data collection or for other organizational needs

Minimize impact on Data holders identified several requirements for voluntary participation in a distributed network.... [98]
existing operations limited impact on internal systems,
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I-diversity

S. Venkatasubramanian

Engineering
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The document suggested quantifying the
Using Boolean e . . degree of anonymity of an individual object X in
reasoning to anonymize A. Ohrn, 1999 Art|f|_0|_a| Intelligence in USA | Yes the context of the database A is necessary to
L. Ohno-Machado Medicine : :
databases ensure the appropriate protection of
confidential information.
. The current way data privacy is protected
Quantifying record-wise | X. Jiang, Proceedings of the suggests a lack of consideration of record-
; 2011 workshop on data o : .
data privacy and data S. Cheng, 2011 - - USA | Yes specific data privacy and representativeness,
d mining for medicine ; .
representativeness L. Ohno-Machado and proposed models to quantify data privacy
and healthcare
at record level.
Datafly: a system for Eleventh International
providing anonymity in L. Sweeney 1998 Conference on _ . USA | Yes The document sugg_ested using k_-anonymlty
. Database Security XI: model to protect privacy for relational data.
medical data
Status and Prospects,
The document suggested limitations of primary
existing privacy models, e.g., k-anonymity and
t-closeness: privacy N. Li, The 23rd International I(;g;;;%ﬁgggggg?%ﬁﬁi zien(zxreelspm/;ct)r/]leﬂotlon
beyond k-anonymity and | T. Li, 2007 | Conference on Data USA | Yes ’ q

distribution of a sensitive attribute in any
equivalence class is close to the distribution of
the attribute in the overall table, to offer a
higher level of data confidentiality.
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using information theory

D. Rebollo-Monedero

Workshops on -
EDBT/ICDT
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'(;5;2’;%80203;32??% The document reviewed various techniques on
. . E. Fayyoumi, Software: Practice and statistical disclosure control and micro-
micro-aggregation 2010 : USA | Yes : : -
. B.J. Oommen Experience aggregation techniques for secure statistical
techniques for secure databases
statistical databases '
Limiting disclosure in data publishing requires
a careful balance between privacy and utility.
Proceedings of the Information about individuals must not be
Iniecting utility into D. Kifer 2006 ACM SIGMOD revealed, but a dataset should still be useful for
aAon rr?ized ()j/atasets 3 .Gehrke 2006 | international USA | Yes studying the characteristics of a population.
y ' conference on The document discussed the shortcomings of
Management of data current heuristic approaches to measuring
utility and introduced a formal approach to
measuring utility.
Measuring risk and utility 3. Domindo-Eerrer gg%%eégggﬁl ngt.?e The document suggested using information
of anonymized data ' g ' 2009 USA | Yes theory to formally define privacy risk and data

utility.
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an iterative machine
learning framework

R. Busa-Fekete

Informatics Association
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Identifiability in B.A. Malin, The document discussed about privacy issues
biobanks: models, G. Loukides, . with human genetics data in biobanks, and
X 2011 | Human genetics USA | Yes
measures, and K. Benitez, recommended models, measures, as well
mitigation strategies E.W. Clayton mitigation strategies.
R. Chen, The document proposed a novel privacy
Publishing Set-Valued N. Mohammed, The 37th International protection model to handle set-valued data
Data via Differential B.C.M. Fung, 2011 | Conference on Very USA | Yes (i.e., a single patient can have a set of
Privacy B.C. Desai, Large Data Bases diagnosis codes), which is common in medical
L. Xiong data.
K Wan The document proposed a novel privacy
Anonvmizina Temporal Y. XU 9 IEEE International protection model to handle temporal data,
Y 9 P R 2010 | Conference on Data USA | Yes which are time-critical in that the snapshot (i.e.,
Data R.C-W. Wong, . ; ;
Mining at each timestamp must be made available to
AW-C. Fu ; ) ;
researchers in a timely fashion).
State-of-the-art The document described a system for
anonymization of G. Szarvas, Journal of the sanitizing text in discharge records b
medical records using R. Farkas, 2007 | American Medical USA | Yes g g Y

identifying phrases that are highly likely to
contain PHI.
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Table 2b. Description of Guidance Statements discussed in the background paper but not included in the recommended minimum

guidelines for Patient Privacy
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'Cl':r;erz]ffétrr;rl]gt:r(;ﬂﬁtlonal The document described a tool to anonymize
A Tool for DICOM Brain | L. Li, g, . . private data in DICOM images, and efficiently
e 2009 | Bioinformatics and China | Yes : ; e :
Images De-Identification | J.Z. Wang Biomedical remove the potentially identifying facial
. ; features.
Engineering
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Table 2c. Description of Guidance Statements discussed in the background paper but not included in the recommended

minimum guidelines for Governance Structures
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International Stem
Cell Forum Ethics
Working Party, Publishing
B.M. Knoppers, SNP
R. Isasi, Genotypes of
Researchers N. Ben_venlsty, Human . Researchers adopt broad informed consent (IC)
0.J. Kim, Embryonic o .
adopt broad for depositing data in open access databases.
: G. Lomax, Stem Cell : : o
informed C. Morris Lines: Polic Polic Another small but international qualitative study
consent for ' ' 2011 ‘ Y | International | Yes Y (n=30, of which 20 were US) of IC forms for
" T.H. Murray, Statement of Analysis )
depositing cancer genome sequencing showed a trend
; E.H. Lee, the .
data in open . toward broad informed consent (73%) and use of
M. Perry, International .
access . data with other researchers (90%).
databases G. R_lchardson, Stem Cell _
' D. Sipp, Forum Ethics
K. Tanner, Working
J. Wahlstrém, Party
G. de Wert,
F. Zeng
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Table 2c. Description of Guidance Statements discussed in the background paper but not included in the recommended

minimum guidelines for Governance Structures
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Developing a framework for analyzing risk of
patient confidentiality breaches versus benefits
and utility resulting from the research results.
Use of a risk-
utility J. Lane, various HIPAA reduces_ risk and utility but _d_oes not apply
framework for . to researchers in non-covered entities.
C. Schur. Programs: : X
data access HIPAA 2010 | HIPAA USA No Policy Government and national survey data sets have
and privacy ' ' e Analysis onerous registration processes for access and
: NORC at U. NORC at U. -
to determine g g often have important elements removed to ensure
Chicago. Chicago ; " "
governance privacy. A new concept called "data enclaves
policies used by NORC at University of Chicago
(www.norc.org/dataenclave) subscribes to the
notion that safe projects, safe people, safe
settings and safe conduct protect confidentiality.
C.P. Lin,
R.A. Black,
J. Laplante, Toward maintaining transparency, public trust, as
G.A. Keppel, Research well as keeping stakeholders and researchers
L. Tuzzio, Article: engaged in the network, it is important that
Organizations | A.O. Berg, Facilitating participating institutions can choose to remove
can Opt-in/ R.J. Whitener, Health Data their data sets from the network database(s) at
Opt-out of the | D.S. Buchwald, 2010 | Sharing U.S.A. No Comparison | any point. This is related to Organizations
Network at L.M. Baldwin, Across maintaining control and legal ownership of their
Will P.A. Fisherman, Diverse data and specimens, but goes further in that they
S.M. Greene, Practices and should be able to continue participating in the
J.H. Gennari, Communities network, but remove their data if a suggested
P. Tarczy- study sounds unethical to them in any way.
Hornoch,
K.A. Stephens
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Table 2d. Description of Guidance Statements discussed in the background paper but not included in the recommended minimum

guidelines for Semantic Interoperability

Using the Ontology of
Clinical Research

R.H. Scheuermann,
H.P. Lehmann,
K.M. Wittkowski,

M. Nahm,

S. Bakken
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M. Brochhausen,
A.D. Spear, This paper describes the ontology-
C. Cocos, based approach to achieving
G. Weiler, Advancing semantic interoperability adopted in
L. Martin, Clinico-Genomic the ACGT program. The authors
The ACGT Ma_ster A. Anguita, Trials on Cancer developed the ACGT Master
Ontology and its ; ; -
. H. Stenzhorn, - Open Grid . Ontology by benchmarking existing
applications - Towards ' . European Technical L
. E. Daskalaki, 2011 | Services for . No upper level ontologies in the
an Ontology-driven X Union Report ; ; X :
F. Schera, Improving biomedical domain. ObTiMA (an
Cancer Research and . :
Management System u. Schv_varz, _ Medical Onto_logy based Trial Management
S. Sfakianakis, Knowledge Application for ACGT) is a tool that
S. Kiefer, Discovery helps users design the ACGT
M. Dorr, Master Ontology based data
N. Graf, collection interfaces.
M. Tsiknakis
I. Sim,
S. Carini,
S. Tu, . . .
_ R. Wynden This paper (_jescrlbes modelm_g
The Human Studies ' | characteristics of human studies
o B.H. Pollock, : . ;
Database Project: such as design type, interventions,
. S.A. Mollah, . /
Federating Human D. Gabriel 2010 Human Studies USA No Case stud and outcomes using Ontology of
Studies Design Data H.K Haglér Database Project y Clinical Research (OCRe) to

support scientific query and
analysis across federated human
study databases.
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Table 2d. Description of Guidance Statements discussed in the background paper but not included in the recommended minimum

guidelines for Semantic Interoperability

based on HL7 CDA
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This paper describes a pilot study
that developed an XML-based data
Electronic healthcare entry forms that satisfy both data
record and clinical A. El Fadly, structuring requirements for EHR
research in C. Daniel, (HL7 CDA) and Clinical Research
. C. Bousquet, . Data Management System (CDISC
:::(;(ij(;%/ascﬂg oA T. Dart, 2007 | Not Applicable France No Case study ODM) to address the problem of
and CDgI)gC ODM P.Y. Lastic, duplicated data entry. This work
interoperabilit P. Degoulet successfully identified and aligned
P Y the data elements commonly dealt
with in EHR and CRDMS using the
XML based content annotation.
This paper describes developing
common data entry forms based on
HL7 CDA, different institutions’
Experiences with an EHRs, and a remote data entry
Interoperable Data A. Klein, Epidermolvsis application to facilitate data
Acquisition Platform H.U. Prokosch, 2007 BBIIosa (E)IIB) German No Case stud standardization for the multi-center
for Multi-centric M. Muller, research network Y Y research network, Epidermolysis
Research Networks T. Ganslandt Bullosa (EB). The authors report

that six distinct data entry forms
with 108 data elements covering the
complete EB network requirements
were implemented.
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Table 2d. Description of Guidance Statements discussed in the background paper but not included in the recommended minimum

guidelines for Semantic Interoperability

between Different
Study Software
Solutions

P. Verplancke,
C. Ohmann
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This paper describes a pilot study
STARBRITE developing a point-of-care
R. Kush (The Strategies electronic data capture system to
' ' for Tailoring serve data needs for both EHRs
L. Alschuler, e :
R. Rugaeri Advanced Heart and clinical research. This system
Implementing Single S. Cagsgelis' Failure Regimens was developed based on XML
Source: The N. Gunta ' 2007 in the Outpatient USA No Case stud incorporating CDISC ODM and HL7
STARBRITE Proof-of- - >upta, Setting: Brain y CDA standards. This system
L. Bain, . . ; ;
Concept Study . Natriuretic collects patient data in a structured
K. Claise, :
Peptide versus way to meet the data need of
M. Shah, L . . o
the Clinical clinical trials, which is also
M. Nahm ; .
Congestion converted to a narrative text format
Score) to meet the documentation need of
EHRs.
This is a proof of concept study that
tested the technical feasibility of a
system independent metadata
exchange between two different
Extended Cooperation systems at different health institutes
in Clinical Studies W. Kuchinke to support interoperability of the
through Exchange of S .Wie elma'nn study data collected at different
CDISC Metadata ' g ' 2006 | Not Applicable Germany | No Case study locations using different data

collection modes. Study metadata
was successfully exchanged based
on the CDISC ODM standards but
lack of data variable level of
representations was noted as a
barrier to achieving full semantic
interoperability of study data.

+, *35




' "G D%

Table 3a. Selected Characteristics of Documents Included in Recommended Guidelines for Architectures
Limitation: Because few of the sources identified were explicitly intended to produce guidelines or standards, this table has

limited value. For example, it is possible that documentation of rationale and evidence behind an adopted standard exists in
other locations, or was conducted but not documented or found in the search conducted.
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Yes-Author
Data should be locally states
stored and controlled at
each site rather than Yes Yes No Yes Unclear No Yes None Yes Yes Yes p_ersonal
. documented bias based
delivered to a central upon
repository-DARTNet .
P y experience
Data should be locally
stored and controlled at
each site rather than
; Yes Yes No Yes Yes Yes Yes Yes Yes Yes
delivered to a central
repository-Mini-
Sentinel/Brown et al.
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Table 3a. Selected Characteristics of Documents Included in Recommended Guidelines for Architectures
Limitation: Because few of the sources identified were explicitly intended to produce guidelines or standards, this table has

limited value. For example, it is possible that documentation of rationale and evidence behind an adopted standard exists in
other locations, or was conducted but not documented or found in the search conducted.
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Data should be locally

stored and controlled at
each site rather than Yes Yes No Yes Yes Yes Yes Yes Yes Yes
delivered to a central
repository-FURTHeR

Data should be locally
stored and controlled at
each site rather than No Yes No | Unclear Yes Yes Yes Yes Yes Yes
delivered to a central
repository-caBIG

Data should be locally
stored and controlled at
each site rather than
delivered to a central Yes Yes | Yes | No Yes Yes Yes Yes Yes Yes Yes
repository-S&l Query
Health Technical
Workgroup
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Table 3a. Selected Characteristics of Documents Included in Recommended Guidelines for Architectures
Limitation: Because few of the sources identified were explicitly intended to produce guidelines or standards, this table has

limited value. For example, it is possible that documentation of rationale and evidence behind an adopted standard exists in
other locations, or was conducted but not documented or found in the search conducted.
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Data should be locally
stored and controlled at
each site rather than
delivered to a central Yes Yes No Yes Yes Yes Yes
repository-Hub
Population Health
System

Data should be locally

stored and controlled at
each site rather than Yes Yes No Yes Yes Yes Yes Yes
delivered to a central
repository-SCANNER

Cloud Distribution-

No Yes No No No No Yes Yes Yes Yes
Rosenthall
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Table 3a. Selected Characteristics of Documents Included in Recommended Guidelines for Architectures
Limitation: Because few of the sources identified were explicitly intended to produce guidelines or standards, this table has

limited value. For example, it is possible that documentation of rationale and evidence behind an adopted standard exists in
other locations, or was conducted but not documented or found in the search conducted.
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Data Integration - Data
are pre-transformed
and stored in a
common data model
with programs and Yes Yes No Yes Yes Yes Yes Yes Yes Yes
workflow managed
locally at each site-
Mini-Sentinel/Brown et
al.

Data Integration - Data
are pre-transformed
and stored in a
common data model
with programs and
workflow managed
locally at each site-
DARTNet

Yes Yes No Yes Yes Yes Yes Yes
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Table 3a. Selected Characteristics of Documents Included in Recommended Guidelines for Architectures
Limitation: Because few of the sources identified were explicitly intended to produce guidelines or standards, this table has

limited value. For example, it is possible that documentation of rationale and evidence behind an adopted standard exists in
other locations, or was conducted but not documented or found in the search conducted.
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Data Integration - Data
are transformed
dynamically into
common data model Yes Yes No Yes Yes Yes Yes Yes
with programs and
workflow managed by
network-FURTHeR

Data Integration - Data
are transformed
dynamically into
common data model No Yes No Yes Yes Yes Yes Yes
with programs and
workflow managed by
network-caBIG

Data Integration - Data
are transformed
dynamically into
common data model No Yes No Yes Yes Yes Yes Yes
with programs and
workflow managed by
network-BIRN
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Table 3a. Selected Characteristics of Documents Included in Recommended Guidelines for Architectures
Limitation: Because few of the sources identified were explicitly intended to produce guidelines or standards, this table has

limited value. For example, it is possible that documentation of rationale and evidence behind an adopted standard exists in
other locations, or was conducted but not documented or found in the search conducted.
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Locus of analysis -
analysis programs are
distributed to each site,
executed, and
Yes Yes No Yes Yes Yes Yes Yes Yes Yes

aggregate results are
returned to
investigators-Mini-
Sentinel/Brown et al.
Locus of analysis -
analysis programs are
distributed to each site,
executed, and
aggregate results are Yes Yes | Yes | No Yes Yes Yes Yes Yes
returned to
investigators-S&l Query
Health Technical
Workgroup
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Table 3a. Selected Characteristics of Documents Included in Recommended Guidelines for Architectures
Limitation: Because few of the sources identified were explicitly intended to produce guidelines or standards, this table has

limited value. For example, it is possible that documentation of rationale and evidence behind an adopted standard exists in
other locations, or was conducted but not documented or found in the search conducted.
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Locus of analysis — de-
identified dataset
extracts from each Could be
source are delivered to Yes Yes No Yes Yes Yes Yes

investigators for improved

execution of analysis
programs-FURTHeR

Security - "Defense in
Depth" strategy-Mini- Yes Yes No Yes Yes Yes Yes Yes Yes Yes
Sentinel/Brown et al.

Security - "Defense in
Depth" strategy- Yes Yes NoO Yes Yes Yes Yes Yes
DARTNet
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Conflicts of interest have been recorded

The standards are editorially
independent from the funding body

Not

Applicable

Not

Applicable

Not
Applicable

Key recommendations are clear

Yes

S

e
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independent from the funding body
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The standards underwent independent
external review

Yes

There is an explicit link between the
rationale for and the recommended
standards (evidence)
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(Document
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methodology

papers)

Details of the systematic process used to
generate recommendations are provided
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A systematic process was used to
generate recommendations

Not
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Stakeholders were involved in the
development of Standards
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(Mostly
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Patient's views and preferences were
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No

The standards were developed by a
professional group
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The applications of the standards to
PCOR is clear
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The purpose of the work is to define
methodological standards for PCOR
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independent from the funding
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No

No
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clear
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Yes
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specific and unambiguous

Yes

Yes

Yes

The standards underwent
independent external review

No

No

Unknown

There is an explicit link
between the rationale for and
the recommended standards
(evidence)

Yes

Yes

Yes

Details of the systematic
process used to generate
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provided
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No

No

A systematic process was
used to generate
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Yes

Yes
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Stakeholders were involved
in the development of
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Yes

Yes
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developed by a professional
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Yes

Yes
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independent external review
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The standards are editorially
independent from the funding
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No
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No

Key recommendations are clear

Yes
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Yes

Yes

The recommendations are
specific and unambiguous

Yes

Yes

Yes

Yes

The standards underwent
independent external review

No

No

No

No

There is an explicit link between
the rationale for and the
recommended standards
(evidence)

Not
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Yes

Yes
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The standards were developed
by a professional group
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The purpose of the work is to
define methodological standards
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Guidance Document
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model driven, service

oriented architecture for
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interoperability

The CAP Cancer

Protocols - a Case

Study of caCORE

based Data Standards
Implementation to
Integrate with the

caBIG

Grid-Enabled

Measures: using
science 2.0 to

standardize measures

and share data

Mini-Sentinel:
Principles and

Overview
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Design Considerations,
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Database

ACM Digital
Library
(ACM)

Descriptions

A vast callection of citations and full text from ACM journal
and newsletter articles and conference proceedings. The
ACM Digital Library concentrates on computer and
information science (http://dl.acm.org/)

Subtopics

Architectures
for Data
Networks

Patient
Privacy

X

Governance
Structures

Semantic
Interoperability

CINAHL

Includes worldwide nursing and allied health articles,
provides articles about nursing, allied health, biomedical,
consumer health journals, and publications of the
American Nurses Association and the National League for
Nursing (http://www.ebscohost.com/academic/cinahl-plus-
with-full-text/)

Curated
Source:
EDM

The Electronic Data Methods (EDM) Forum - Funded by
the Agency for Healthcare Research and Quality (AHRQ)
to facilitate learning and foster collaboration across a set of
CER projects designed to build infrastructure and methods
for collecting and analyzing prospective electronic

clinical data (http:/www.edm-
forum.org/publicgrant/Home/)

Curated
Source: S&lI

The Standards and Interoperability (S&l) Framework - A
set of integrated functions, processes, and tools guided by
the health care and technology industry to achieve
harmonized interoperability for health care information
exchange (http://www.siframework.org/)

Cochrane
Library

A collection of databases in medicine and other health care
specialties provided by the Cochrane Collaboration and
other organizations. Atits core, itis the collection of
Cochrane Reviews, a database of systematic reviews and
meta-analyses, which summarize and interpret the results
of medical research (http://www.thecochranelibrary.com/)

IEEExplore

An archive of publications of the Institute of Electrical and
Electronics Engineers. Contains journals and conference
publications on topics in computer science, engineering,
and information management
(http://ieeexplore.ieee.org/Xplore/guesthome.jsp?reload=tr
ue)

JSTOR

JSTOR (short for Journal Storage) - Consists of over a
thousand academic journals and is one of the world's most
trusted sources for academic content (http://www.jstor.org/)

PubMed

A free database maintained by the U.S. National Library of
Medicine (NLM) at the National Institutes of Health (NIH).
Provides access to references and abstracts on life
sciences and biomedical topics
(http://www.ncbi.nlm.nih.gov/pubmed/)

Social
Sciences
Research
Network
(SSRN)

A preprint and working paper repository used by those
publishing in law, economics, political science, policy,
sociology, and related fields (http://www.ssrn.com/)

Web of
Knowledge

An academic citation indexing and search service, which is
combined with web linking and provided by Thomson
Reuters. Web of Knowledge coverage encompasses the
sciences, social sciences, arts and humanities
(http://apps.webofknowledge.com/)

Focused Searches

*29 *35
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Tables for each subtopic show the search terms andlmiitsrused to search for documents in
databases. Relevant documents were determined basestr@actadnd full-text review.

# '& S5# 1/ 7

Architectures for Data Networks

Concept-based search: Search ("Comparative [Language:

Effectiveness Research” OR "Outcomes Research” | English]

OR "Secondary Analysis" OR "Health Outcomes"

OR "Clinical Data Analysis") AND ("research

network"[Title] OR "data model” OR "Architecture”

OR "Federated" OR "Distributed Network” OR

"Health Information Network" OR "health data

network" OR "data system")

OR 532 27

System-based search: Separate searches of terms

"Utah Public Health Information Grid",

"Slim-Prim"[Title], "caBIG"[Title],

"Clinical Looking Glass"[Title],

"Biomedical Informatics Research Network"[Title],
PubMed "SHARPN"[AIl Fields],

"eMerge Network"[All Fields],

"pediatric chronic disease registry”, "WICER",

"University Health System Consortium"

"Regenstrief Institute”

"CER HUB Prospect"

"caBIG"

"National Health Information Network"

"i2b2 AND SHRINE"

"HMO Research Network"

"Mini-Sentinel"

"DARTNet"

"eMERGE Network"

"VINCI” AND “Veterans",

“Electronic Primary Care Research Network”,

“Sentinel Network”
gg{lar(t:eeq EDM created an annotated bibliography (Relevant sections 87 19
EDM ei)
Curated QueryHealth curated references related to research | None 39 17
Source: networks
S&l
Search References in full text of reviewed items not found None 3
expansion above

*2+ *35
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Patient Privacy

Other Limits | # Retrieved | # Relevant

Filtered by title to 198
"Confidentiality" AND "privacy” OR "De- remove obviously
PubMed identification" OR "Disclosure control” AND "privacy" | irrelevant articles
OR "ldentifiability” OR "Re-identification”
“re-identification" OR "privacy-preserving” OR ::;Irze(;sg 2%\::2(3;@ 375
Web of "disclosure control" AND "privacy" OR "de- irrelevant articles
Knowledge | jgentification” OR "anonymization”
Social “privacy-preﬁerying" OR "an(_)ny'r‘nity" (")R "disclosure Eltrﬁésg g)l;\;:gﬁstlt; 13
Sciences _contr_o_l O.R "prlvacx-p_reser}‘/mg O R de-_ . irrelevant articles
Research |dent|f|(_:at|on AND privacy OR anonymization
Network _OR "p_nva_cy" AND "confldentlallty" OR "re-
identification" AND "privacy"
"privacy" AND "confidentiality" OR "privacy- ::;Irze(;sg 2%\::2(3;@ >75
s ol o irrelevant articles
IEEExplore anonymity +_|dent|f|cat|on_ OR "anonymization” OR
"de-identification" OR "re-identification” OR
"disclosure control" OR "data privacy" AND
"anonymity”
"Confidentiality+privacy" OR "De-identification” OR Eltrﬁésg g)l;\;:gﬁstlt; 16
JSTOR "Disclosure control" AND "privacy” OR irrelevant articles
"Identifiability"” OR "Re-identification”
"Confidentiality" AND "privacy" OR "De- ::;Irze(;sg 2%\::2(3;@ 611
ACM Digital | identification" OR "Disclosure control" AND "privacy" ElavARD AT
Library OR "ldentifiability" AND "privacy" OR "Re-
identification”

*2: *35
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Governance Structures

Other Limits | _# Retrieved | # Relevant

PubMed

Research [Mesh] OR "Health Services
Research"[Mesh] OR "Translational Medical
Research”"[Mesh] OR "Ethics Committees,
Research"[Mesh] OR "Comparative Effectiveness
Research"[Mesh] OR "Ethics, Research"[Mesh] OR
"Outcome Assessment (Health Care)"[Mesh] AND
keyword Governance AND Guidelines as
Topic[Mesh] OR "Guideline" [Publication Type]

None

81

Research[Mesh] OR "Health Services
Research"[Mesh] OR "Translational Medical
Research"[Mesh] OR "Ethics Committees,
Research"[Mesh] OR "Comparative Effectiveness
Research"[Mesh] OR "Ethics, Research"[Mesh] OR
"Outcome Assessment (Health Care)"[Mesh] AND
"data sharing"

[Language:
English] AND
[abstract
available]

119

46

CINAHL

Research OR "Health Services Research" OR
"Translational Medical Research" OR "Ethics
Committees, Research" OR "Comparative
Effectiveness Research" OR "Ethics, Research" OR
"Outcome Assessment (Health Care)" AND "data
sharing"

[Language:
English] AND
[abstract
available]

44

Other

Searches in the databases and on the web for
governance structures of specific research
networks: DARTNet, caBIG, i2b2, HMO Research
Network, Sentinel Network

None

35

29
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&

Semantic Interoperability

Database Search Terms Other Limits # # Relevant
Retrieved
|
PubMed PubMed 1: "patient centered [date: 2006 - 305 20
outcome research"[general present] AND (excluding
keyword] OR "medical [language: 6 full-text,
informatics/standards"[MeSH] OR | English] AND unavailable
"vocabulary, controlled"[MeSH] [abstract articles)
available]
OR
- PubMed 2: "terminology as
% topic"[MeSH] OR "semantic
) interoperability” [title/abstract] OR
2 "information
o modeling"[title/abstract] OR "data
§ standard"[title/abstract]) AND
N "informatics"[MeSH]) AND
% "humans"[MeSH]
g CINAHL (“semantic interoperability” OR [date: 2006- 11 0
= “information modeling” OR “data present] AND (excluding
‘g interoperability” OR “data [language: 1 full-text,
) standard”) English] AND unavailable
O [Abstract article)
available] AND
[Not in
PubMed]
Cochrane Library | (“semantic interoperability” OR [date: 2006- 1 0
“information modeling” OR “data present] AND
interoperability” OR “data [language:
standard”) English]
PubMed, Google* | "OMOP"[title/abstract] OR [language: 67 15
"BRIDG"[title/abstract] OR English] AND
o "CDISC"[title/abstract] OR [abstract
& § "HITSP"[title/abstract] OR available] AND
§ s “Mini-Sentinel”[title/abstract] [NOT IN
(TS ("caBIG"[title/abstract] AND PubMed 1]
"semantic
interoperability"[title/abstract])

*[title/abstract] tag applied only to PubMed search
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! 0

Inclusion/Exclusion criteria used to filter documentsiegtrd from an initial search using search terms.

#

EDM = Electronic Data Methods Forum, S&I = Standards&ioperability Framework.

Subtopic

Architectures for Data
Networks

Inclusion

Matched search terms

Curated references about CER networks
from EDM and S&l

Search expansion: references in full text
of relevant articles from above that
pertain to findings about system design

Exclusion

Strictly about terminology services or other
middleware

Projects/programs that do not have at least 2
distinct data sources

Strictly about studies conducted on the network
Strictly about “research networks” that are
purely collaborative networks in absence of
underlying infrastructure for scalability
Specifically focused on other subtopics (data
models, governance, privacy)

Related to structuring unstructured data via
natural language processing, image
processing, or related methods.

Material related to “one off” networks for a
single clinical trial

Single disease registries

Patient Privacy

Directly related to health care data

Pure theory

Strictly for a specific application

Only demonstrates an improvement on existing
algorithm

Irrelevant data format

Governance Structures

Use of patient data for research purpose
(secondary research)

Collaborative network or distributed
network. This refers to multiple
institutions sharing research data, or
using research data located in different
systems or locations

Refers to policies, structure, best
practices or guidelines about
governance, data stewardship, decision-
making

Clinical practice guidelines only, or clinical
research only

Sharing of data from individual, non-network-
based studies

Discussion of system architecture only (without
referencing network policies)

Semantic Interoperability

Interoperability experiment in the context
of using patient data for research
Evaluation or reviews of terminology
and/or information model standards in the
context of representing patient data for
research

Opinions on interoperability

Policies on interoperability

Evaluation on a particular standard (content
coverage of a terminology, expressivity of an
information model standard)

Developing ontology

Information retrieval or text mining (NLP)
EHR building

Use of standards in complementary medicine,
consumer health informatics, genomics,
syndromic surveillance

Device protocol

Messaging protocol

**, *35




*5 %

1/ 7

Table 7a. Features of existing networks. An overview of twefatting principle
dimensions of variation in network projects is showime two dimensions, data

integration strategy and network transfer model, tend paatother elements of design

(e.g., how data is accessed and transferred). We brealtigration strategies into
three categories: (Bd hoc - the norm in most multi-site studies, which has malim
impact on practice workflow for infrequently executed queK2sAdoption of CDM -
relies on each site to maintain data in a CDM andiregjupfront investment in a

transformation process and workflow, but alleviates redunglansformation processes

if several queries are repeated, and'(83) the fly” transformation - requires

management of transformation logic, but allows dat@meain in its native format at the

source.

The consensus among recommended practices is a dstkifiederated approach
where data are stored locally, either in a networdedZDM or in coordination with

query transformation services. This model allows data@a to retain local control and
responsibility for their data thus mitigating data stgdoncerns while (secondarily) also

achieving some benefits of speed that come with distdbprtecessing.
CDM = Common Data Model, ETL = Extract, Transformgd.oad.

Data Integration

Strategy Low Implementation Barrier High Implementation Barrier
Ad hoc data transfer Centralized repository Federated w/ local
No CDM: Ad with remote access storage
g | hoc ETL for eMERGE, other Distributed HIE-based
= indi_vidual collaborative research systems with no
@ [ projects networks capability for HL7 CDA
5 harmonization
< | CDM for HMORN VDW National Registries Mini-Sentinel
& | storage and/or OMOP (Pinnacle, T1DX) DARTNet
& | query Monolithic systems (VA, I2b2/SHRINE
o | federation Kaiser) caBIG (multiple
£ | (data are pre- All-payer claims database | possible CDMs)
5, | transformed) CMS
T Regenstrief
Common FURTHeR
© | conceptual BIRN
= | (domain)
@ | model(s) for
_5 queries, local
© | data model
@ | retained for
& | storage
3 | (on-the-fly
E transformation)
g
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Table 7b-i. Summary of elements in the CIHR best practices fotepting privacy in health

research [29].

1. Determining the research objectives and justifying the data needed to fulfill these

objectives

2. Limiting the collection of personal data

. Determining whether consent from individuals is required

. Managing and document consent

. Informing prospective research participants about the research

. Safeguarding personal data

. Controlling access and disclosure of personal data

. Setting reasonable limits on retention of personal data

3
4
5
6. Recruiting prospective research participants
7
8
9
1

0. Ensuring accountability and transparency in the management of personal data

Table 7b-ii: Summary of elements in the OECD personal privacy guieglj30].

1. Collection
limitation

Data should be obtained lawfully and fairly, while some very sensitive
data should not be held at all.

2. Data quality

Data should be relevant to the stated purpose, accurate, complete and
up-to-date; proper precautions should be taken to ensure this accuracy.

3. Purpose
specification

The purposes for which data will be used should be identified, and the
data should be destroyed if it no longer serves the given purpose.

4. Use limitation

Use of data for purposes other than specified is forbidden, except with
the consent of data subject or by authority of the law.

5. Security Agencies should establish procedures to guard against loss, corruption,

safeguards destruction, or misuse of data.

6. Openness It must be possible to acquire information about the collection, storage,
and use of personal data.

7. Individual The data subject has a right to access and challenge the data related to

participation

him or her.

8. Accountability

A data controller should be accountable for complying with measures
giving effort to all these principles.

*»*8 *35
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Table 7c-i. Markle Foundation "First Principles" for population likalata sharing and decision
making [31].

Principle

. Designed for Decisions

. Designed for Many

. Shaped by Public Policy Goals and Values

. Boldly Led, Broadly Implemented

. Possible, Responsive, and Effective

. Distributed but Queriable

. Trusted through Safeguards and Transparency

. Layers of Protection

. Accountability and Enforcement of Good Network Citizenship

OIO|INO |0 (WIN|F

Table 7c-ii. OECD Governance and Access Guidelines on human biobadkgenetic research
databases [32].

Governance

Transparency and Accountability

Articulate a governance structure and management responsibilities and make the information
publicly available

Ensure that rights and well-being of participants prevails over research interests

Oversight of governance, management, operation, access to, and use of specimens and data
comply with legal and ethical principles

Access

Access is based on objective and clearly articulated criteria, and should be consistent with the
participants’ informed consent.

Requests include a scientifically and ethically appropriate research plan.

Assure the recipient of specimens and data has adequate standards in place regarding privacy
and confidentiality.

Assure that data is anonymized or coded such that the participant cannot be identified, and
researchers agree they will not attempt to re-identify participants. However, under exceptional
conditions, researchers may be provided with access to identified information.

Create criteria for prioritizing applications for access to the human biological materials.

Except when required by law, limit access and disclosure to third parties (e.g., law enforcement
agencies, employers, insurance providers) for non-research purposes.

5 *35
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Table 8a. Architectural practices followed by each network. Netwwrader colors follow the Venn diagram depicted iniGeetb, Figure 2.

Research Network

Practice w . : SHRINE/
caBIG DARTNet HMORN Mini-Sentinel SCANNER | Regenstrief i2h2 eMERGE
é.;;gir;trﬁcture Distributed Distributed Distributed Distributed Distributed Central Distributed | Unknown
. Publish and
2. Query Federated queries Federated W't.h . Subscribe with Direct from
LT X local storage in Ad hoc (until : .
Distribution/Data with local storage common data 2011) local storage in Multiple central Federated | Unknown
Request Process in source format model format common data repository
model format
Multiple shared
. data models with Common Common :
gt rg?eta Integration transformation Coml\r/ln oodne:Data Data Model Coml\r/ln oodne:Data Multiple Data Model fghz e?rtsar Ad hoc
9y logic published and (VDW) (MRS)
managed centrally
Tight Element-
4. Security based Access Defense in Defense in
Standards control via CaBIG Depth Ad hoc Depth NIST Level 3 Unknown Unknown Unknown
DSSF

x4 *35
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# 1 :
Table 8b. Governance guidelines followed by each network. NR =Rsearched.

Research Network

Guideline ini- ;
caBIG DARTNet HMORN LA 1) SCANNER | Regenstrief | SIRINE | oyiERGE
Sentinel /i2b2

1. Timely
Research Data Yes Yes Yes Yes Yes NR NR Yes
Sharing
2a. ldentity
management and
Authentication of Yes Yes Unknown Unknown Yes NR NR Unknown
Individual
Researchers.
2b. Healthcare
and Research Unknown Unknown Unknown No Yes NR NR Unknown
Network Audits
3a. Specific .
consent for data Ocr_:asmnally, but not Not required .

. X all times (depends on . As required
sharing with - ' Unknown Yes for public NR NR Yes
; research specifics - is : by IRB.
informed consent . health practice
f this IRB approved?)
or research

caBIG activities are

Trust Business | _funded hrough

. contracts, not grants Unknown Yes Yes Yes NR NR Yes
Associate

(contract agreements
Agreements .
are signed)

3c. Data Use Yes Unknown Yes No Yes NR NR Yes
Agreement

**9 *35
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Research Network

Guideline caBIG DARTNet HMORN Mini- SCANNER | Regenstrief SHRINE eMERGE
Sentinel /i2b2
3d. Intellectual
Property No Unknown Yes Yes No NR NR Unknown
Policies
4a. Governing Board of Governing FDA/Planning Steering
Body NCI Directors Board Board No NR NR Committee
4b. Data Proposal
Access No Unknown Unknown review via No NR NR Yes
Committees Data Core
Stakeholder
Engagement
Workgroup:
surveys, focus
Stakeholder . Patient focus groups, studies
. Privacy Panel X
4c. Council (expert) groups, of attitudes,
Stakeholder Workgroups Unknown (medical upblic ' expert panel, NR NR and other
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Table 8c.Semantic interoperability guidelines followed by each netw NR = Not Researched.

Guideline

Research Network

SHRINE

caBIG DARTNet HMORN Mini-Sentinel SCANNER | Regenstrief /i2b? eMERGE
ICD9-CM, CPT, HCPCS, Recommended ICD9-CM
1. Standardized Terminologies RxNorm, and ICD-9-CM, and terminologies to '
. : : X LOINC,
Terminology recognized by SNOMED-CT are | insurance claims use are ICD9-

; RxNorm, CPT NR NR NR
Encoding of VCDE work space a few example Revenue Codes CM, are a few
Data Content recommended terminology are example HSPCS/CPT,

examples
systems systems and NDC
Continuity of Care Although limited,
Records (CCR) some metadata
based data of data content
Data is annotated presentation such as value
2. Metadata with metadata captures minimum types, name,
Annotation of following the metadata on the No and definitions, No NR NR NR
Data Content ISO/IEC 11179 presented data are provided
standards content such as within the Mini-
name, description, Sentinel
coding system Common Data
name and version Model (MSCDM)
. . Virtual Data
Biomedical
Warehouse
Research o
. (VDW) specifies
Integrated Domain data tables and
Group (BRIDG); o Observational
o specific data ;
however, it is an s Medical
3. Common abstract analytic elements within Outcomes
' . No the tables that Yes, MSCDM ; NR NR NR
Data Model model, which Partnership
need to be
needs to be (OMOP)
o mapped and
specified further to model
transferred from
Serve as an a participating
implementable _apart ;
institution's local
data model.
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Figure 1. General study flow to identify guidelines/practida each subtopic. After an
initial search using search terms and other linthts,abstracts of retrieved documents
were screened using inclusion/exclusion criterée (Section 3g, Table 6). The full text
from relevant documents was further screened tiyvdirect relevance to PCOR and
CER. The validated, relevant documents were thatyaed to identify minimum
guidelines/common practices.
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Figure l1a. Study flow diagram for documents related to Aretiitires for Data
Networks. We retrieved 660 documents related igodinbtopic. After reviewing the
abstract and full text, we deemed 34 of them aagit to this subtopic.
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Figure 1b. Study flow diagram for documents related to Patignivacy. We retrieved
1,715 documents related to this subtopic. Afteienging the abstract and full text, we
deemed a large number of papers as irrelevanty Whee deemed irrelevant for reasons
including multiple meanings of a word such as ‘@enitification” or “control” in the
research literature, too focused on health caneydther than technologies, uncommon
data format (e.g., location, social network, amdash data), or purely theoretical papers.
The majority of excluded documents (1,465) wassaltef filtering based on reading
titles and abstracts, while a small proportionxafleded documents (132) was filtered
based on assessing the full text. In the end,eeeneéd 28 papers as relevant to PCOR.
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Figure 1c. Study flow diagram for documents related to Goaene Structures. We

retrieved 282 document related to this subtopitterAeviewing the titles/abstracts, we
deemed 90 abstracts as relevant. Then, upon rexgjéhe full text of each of these 90
documents, a total of 53 documents were includegither final guidelines or examples in
the governance section of the review. Most relepapers included in the synthesis covered
human biobanks/genetic databases or federatedallmgisearch databases.
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Figure 1d. Study flow diagram for documents related to Serodnteroperability. We
retrieved 395 articles related to this subtopidteAreviewing the abstract and full text, we
deemed many papers as irrelevant. In the endeemed 26 papers as relevant to this
subtopic in formulating guidelines. An additioi@e papers identified from the citation
lists of the targeted papers were included, leatbri§l papers used to generate the
guidelines in this report. Among the 31 papersw&8 used to construct the minimum
requirements for semantic interoperability and E3ewsed to describe background and
additional noteworthy efforts.
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Figure 2. Representative networks researched in each sebtdl@tworks were selected based
on availability of documentation for the componethiat define a network (includes a CDM,
governance policies for data use, and archited¢turdata sharing). We included networks that
documented at least one of these components.
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Figure 3. Information flow and decision procedures. As data fitmwn the chain of
decision, appropriate anonymization procedures (i.e., folpWwrivacy Guidelines #2 and
#3) are suggested to protect the sensitive patient informatiuich is customized to the
scenario of PCOR applications. The re-identificatiek is measured (i.e., following
Privacy Guideline #1) before and after applying anonymizationgaiures to assure that
the desired level of confidentiality is achieved.
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